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7KH�7HQ�0 RVW�&ULWLFDO�
: HE�$ SSOLFDWLRQ�6HFXULW\ �
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&RS\ ULJKW�‹ �� � � � ��7KH�2 SHQ�: HE�$SSOLFDWLRQ�6HFXULW\ �3URMHFW��2 : $63���$OO�5LJKWV�5HVHUYHG��

3HUPLVVLRQ�LV�JUDQWHG�WR�FRS\ ��GLVWULEXWH�DQG�RU�PRGLI\ �WKLV�GRFXPHQW�SURYLGHG�
WKDW�WKLV�FRS\ ULJKW�QRWLFH�DQG�DWWULEXWLRQ�WR�2 : $63�LV�UHWDLQHG��
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�
�³7KLV�µ7HQ�0 RVW�: DQWLQJ¶�/ LVW�DFXWHO\ �VFUDWFKHV�DW�WKH�WLS�RI�DQ�HQRUP RXV�LFHEHUJ��7KH�XQGHUO\ LQJ�UHDOLW\ �LV�
VKDPHIXO��PRVW�V\ VWHP�DQG�: HE�DSSOLFDWLRQ�VRIWZDUH�LV�ZULWWHQ�REOLYLRXV�WR�VHFXULW\ �SULQFLSOHV��VRIWZDUH�HQJLQHHULQJ��
RSHUDWLRQDO�LPSOLFDWLRQV��DQG�LQGHHG�FRP PRQ�VHQVH� �́

ƒ� ' U��3HWHU�* ��1HXP DQQ��3ULQFLSDO�6FLHQWLVW��65 ,�,QWHUQDWLRQDO�&RP SXWHU�6FLHQFH�/ DE��
0 RGHUDWRU�RI�WKH�$&0 �5LVNV�) RUXP ��$XWKRU�RI�³ &RP SXWHU�5HODWHG�5LVNV́ �

�
³7KLV�OLVW�LV�DQ�LPSRUWDQW�GHYHORSPHQW�IRU�FRQVXPHUV�DQG�YHQGRUV�DOLNH��,W�ZLOO�HGXFDWH�YHQGRUV�WR�DYRLG�WKH�VDPH�
PLVWDNHV�WKDW�KDYH�EHHQ�UHSHDWHG�FRXQWOHVV�WLPHV�LQ�RWKHU�ZHE�DSSOLFDWLRQV��%XW�LW�DOVR�JLYHV�FRQVXPHUV�D�ZD\ �RI�
DVNLQJ�YHQGRUV�WR�IROORZ�D�PLQLPXP�VHW�RI�H[ SHFWDWLRQV�IRU�ZHE�DSSOLFDWLRQ�VHFXULW\ �DQG��MXVW�DV�LPSRUWDQWO\ ��WR�LGHQWLI\ �
ZKLFK�YHQGRUV�DUH�QRW�OLYLQJ�XS�WR�WKRVH�H[ SHFWDWLRQV́�

ƒ� 6WHYHQ�0 ��&KULVWH\ ��3ULQFLSDO�,QIRUP DWLRQ�6HFXULW\ �( QJLQHHU�DQG�&9( �( GLWRU��0 LWUH�

�
³7KH�QHZ�52 ,�LV�VHFXULW\ ��&RPSDQLHV�PXVW�EH�DEOH�WR�SURYLGH�WUXVWHG�ZHE�DSSOLFDWLRQV�DQG�ZHE�VHUYLFHV�WR�WKHLU�
WUDGLQJ�SDUWQHUV��ZKR�DUH�UHTXLULQJ�ERWK�VHFXUH�WHFKQRORJ\ �DQG�WUDGLWLRQDO�LQGLFLD�RI�ILQDQFLDO�VHFXULW\ ��VXFK�DV�
LQVXUDQFH��,W�GRHVQ
W�VWRS�WKHUH�WKRXJK��EDG�VHFXULW\ �SODFHV�D�FRPSDQLHV
�GDWD�DQG�DSSOLFDWLRQV�DW�ULVN�DQG�KHQFH�LWV�
YLDELOLW\ �DV�D�FRP PHUFLDO�HQWLW\ ��' LVDSSRLQWLQJ�\ RXU�FXVWRPHUV�LV�RQH�WKLQJ��WU\ LQJ�WR�FRPH�EDFN�IURP�WKH�ORVV�RU�
FRUUXSWLRQ�RI�\ RXU�RZQ�V\ VWHPV�LV�TXLWH�DQRWKHU�´�

ƒ� 5REHUW�$ ��3DULVL��- U���6HQLRU�93�DQG�&KLHI�8QGHUZ ULWLQJ�2 IILFHU��$ ,* �H%XVLQHVV�5LVN�6ROXWLRQV�

�
�³7KH�2 : $63�7RS�7HQ�VKLQHV�D�VSRWOLJKW�GLUHFWO\ �RQ�RQH�RI�WKH�PRVW�VHULRXV�DQG�RIWHQ�RYHUORRNHG�ULVNV�IDFLQJ�
JRYHUQP HQW�DQG�FRPP HUFLDO�RUJDQL] DWLRQV��$�VWXQQLQJ�QXPEHU�RI�RUJDQL] DWLRQV�VSHQG�ELJ�EXFNV�VHFXULQJ�WKH�
QHWZRUN�DQG�VRPHKRZ�IRUJHW�DERXW�WKH�DSSOLFDWLRQV�WKDW�KDYH�DOO�WKH�NH\ V�WR�WKH�NLQJGRP�DQG�IXOO�DFFHVV�WR�DOO�RI�RXU�
VHQVLWLYH�LQIRUPDWLRQ��7KHVH�IODZV�DUH�IDU�WRR�HDV\ �WR�DYRLG�DQG�IDU�WRR�GDQJHURXV�WR�LJQRUH� �́

ƒ� - HIIUH\ �5 ��: LOOLDP V��&( 2 ��$VSHFW�6HFXULW\ ��,QF��

�
³) URP�ZHE�SDJHV�WR�EDFN�RIILFH�QXPEHU�FUXQFKLQJ��DOPRVW�DOO�RUJDQL] DWLRQV�DFTXLUH�DSSOLFDWLRQV�FRGH��PDQ\ �SHRSOH�
ZULWH�LW��DQG�HYHU\ ERG\ �XVHV�LW��%XW�IODZV�FRQWLQXH�WR�EH�IRXQG�LQ�DSSOLFDWLRQV��HYHQ�DIWHU�QHDUO\ �ILIW\ �\ HDUV�RI�
SURJUDP PLQJ�H[ SHULHQFH��: RUVH��WKH�VDPH�NLQGV�RI�IODZV�DSSHDU�RYHU�DQG�RYHU�DJDLQ��7KLV�IDLOXUH�WR�OHDUQ�IURP�QRW�
RQO\ �RXU�PLVWDNHV�EXW�DOVR�WKRVH�RI�RXU�SDUHQWV¶�JHQHUDWLRQ�FUHDWHV�IDU�WRR�PDQ\ �YXOQHUDELOLWLHV�IRU�SRWHQWLDO�DWWDFN��,W�LV�
QR�ZRQGHU�WKDW�DWWDFNV�DJDLQVW�DSSOLFDWLRQV�DUH�RQ�WKH�ULVH��
�
,Q�FRPSLOLQJ�WKLV�OLVW�RI�WKH�WHQ�PRVW�FULWLFDO�DSSOLFDWLRQV�FRGH�IODZV��WKH�2 : $63�KDV�SHUIRUPHG�D�UHDO�VHUYLFH�WR�
GHYHORSHUV�DQG�XVHUV�DOLNH�E\ �IRFXVLQJ�DWWHQWLRQ�RQ�FRP PRQ�ZHDNQHVVHV�DQG�ZKDW�FDQ�EH�GRQH�DERXW�WKHP��1RZ�LW�
LV�XS�WR�VRIWZDUH�GHYHORSPHQW�RUJDQL] DWLRQV��SURJUDP PHUV��DQG�XVHUV�WR�DSSO\ �WKH�WKRXJKWIXO�JXLGDQFH�SUHVHQWHG�
KHUH� �́

ƒ� ' U��&KDUOHV�3��3IOHHJHU��&,663��0 DVWHU�6HFXULW\ �$UFKLWHFW��&DEOH�	 �: LUHOHVV��
$XWKRU�RI�³6HFXULW\ �LQ�&RP SXWLQJ´ �

�
³7KH�2 SHQ�: HE�$SSOLFDWLRQ�6HFXULW\ �3URMHFW�SURYLGHV�IUHH��RSHQ�VRXUFH��FRPPHUFLDO�TXDOLW\ �GRFXPHQWDWLRQ�DQG�
VRIWZDUH�IRU�DOO�WKRVH�ZKR�QHHG�LW��HYHQ�LI�WKH\ �GLGQ
W�\ HW�NQRZ�WKH\ �QHHG�LW���2 : $63�PHPEHUV�IURP�DOO�RYHU�WKH�ZRUOG�
DQG�HYHU\ �EDFNJURXQG�LP DJLQDEOH�DUH�VKDULQJ�LQIRUPDWLRQ�DQG�WHFKQRORJ\ �WR�LPSURYH�ZHE�DSSOLFDWLRQ�VHFXULW\ �IRU�
HYHU\ RQH��7KH�2 : $63�7RS�7HQ�3URMHFW�ZDV�IRUPHG�WR�FDSWXUH�RXU�FROOHFWLYH�ZLVGRP�DQG�SUHVHQW�LW�LQ�D�ZD\ �WKDW�
ZRXOG�EULQJ�WKH�DWWHQWLRQ�ZHE�DSSOLFDWLRQ�VHFXULW\ �GHVHUYHV� �́

ƒ� 0 DUN�&XUSKH\ ��2 : $63�) RXQGHU�DQG�&KDLU�

�
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�
³7KH�2 : $63�7RS�� � �/ LVW�LV�D�SRZHUIXO�ZDNH�XS�FDOO�IRU�FRUSRUDWH�DQG�JRYHUQP HQW�,7�GHSDUWPHQWV�WKDW�PD\ �KDYH�
XQGHUHVWLP DWHG�KRZ�YXOQHUDEOH�WKHLU�DVVHWV��EX\ �VHOO�WUDQVDFWLRQV��DQG�SULYDWH�FXVWRPHU�GDWD�DUH�WR�DSSOLFDWLRQ�OHYHO�
DWWDFNV��7KLV�OLVW�LV�DQ�LPSRUWDQW�ILUVW�VWHS�IRU�HYDOXDWLQJ�DSSOLFDWLRQ�VHFXULW\ �ULVNV�DQG�H[ SRVHV�WKH�IDFW�WKDW�
DSSOLFDWLRQ�OD\ HU�SURWHFWLRQ�LV�UHTXLUHG�WR�EORFN�DWWDFNV�WKDW�IORZ�XQGHWHFWHG�WKURXJK�QHWZRUN�OHYHO�GHIHQVH�V\ VWHPV� �́

ƒ� $EKLVKHN�&KDXKDQ��&KLHI�7HFKQRORJ\ �2 IILFHU��6WUDWXP � �1HWZ RUNV�

�
�³: HE�GHYHORSHUV�QHHG�WR�NQRZ�WKDW�WKH�GHJUHH�WR�ZKLFK�EXVLQHVV�DSSOLFDWLRQV�DQG�FXVWRPHU�GDWD�DUH�SURWHFWHG�IURP�
WKH�KRVWLOH�,QWHUQHW�LV�GLUHFWO\ �GHWHUPLQHG�E\ �KRZ�VHFXUHO\ �WKH\ 
YH�ZULWWHQ�WKHLU�FRGH��7KH�2 : $63�7RS�7HQ�OLVW�LV�D�
JUHDW�ZD\ �WR�XQGHUVWDQG�KRZ�WR�FRGH�GHIHQVLYHO\ �DQG�DYRLG�WKH�VHFXULW\ �SLWIDOOV�WKDW�SODJXH�: HE�DSSOLFDWLRQV� �́

ƒ� &KULV�: \ VRSDO��' LUHFWRU�RI�5HVHDUFK�	 �' HYHORSP HQW��# VWDNH��,QF��

�
³7KH�KHDOWKFDUH�LQGXVWU\ �KDV�D�FULWLFDO�QHHG�WR�SURYLGH�VHFXUH�ZHE�DSSOLFDWLRQV�WKDW�SURWHFW�XVHUV
�SULYDF\ ��7KH�
2 : $63�7RS�7HQ�ZLOO�KHOS�KHDOWKFDUH�RUJDQL] DWLRQV�HYDOXDWH�WKH�VHFXULW\ �RI�ZHE�DSSOLFDWLRQ�SURGXFWV�DQG�VROXWLRQV��
$Q\ �KHDOWKFDUH�RUJDQL] DWLRQV�XVLQJ�DSSOLFDWLRQV�WKDW�FRQWDLQ�WKHVH�IODZV�PD\ �KDYH�GLIILFXOW\ �FRPSO\ LQJ�ZLWK�WKH�
+,3$$�UHJXODWLRQV� �́
�

ƒ� / LVD�* DOODJKHU��6HQLRU�93��,QIRUP DWLRQ�DQG�7HFKQRORJ\ �$FFUHGLWDWLRQV��85$&�

�
³1R�PDWWHU�KRZ�JRRG�\ RX�RU�\ RXU�VHFXULW\ �SURYLGHU�DUH�DW�ILUHZDOOV��LQWUXVLRQ�GHWHFWLRQ�DQG�RWKHU�VHFXULW\ �
PDQDJHPHQW��VXFK�PHDVXUHV�FDQQRW�SURWHFW�\ RX�IURP�OHJLWLPDWH�DSSOLFDWLRQV�UXQQLQJ�RQ�\ RXU�V\ VWHP�ZLWK�IODZHG�
FRGH��$V�D�IRUPHU�ODZ�HQIRUFHP HQW�VSHFLDO�DJHQW�,�NQRZ�WKH�YDOXH�RI��WRS�WHQ��OLVWV��DQG�WKLV�RQH�KHOSV�\ RX�WR�FDWFK�
WKH�EDG�RQHV�EHIRUH�WKH�YLRODWLRQ�±�D�JUHDW�LGHD�DQG�,�HQFRXUDJH�ZLGH�GLVWULEXWLRQ�RI�WKLV�OLVW� �́

ƒ� &KDUOHV�1HDO��93�0 DQDJHG�6HFXULW\ �6HUYLFHV��&DEOH�	 �: LUHOHVV�

�
³7KH�2 : $63�: HE�$SSOLFDWLRQ�6HFXULW\ �7RS�� � �XQGHUOLQHV�ZKDW�$OSKDZHVW�KDYH�EHHQ�VD\ LQJ�WR�WKH�$XVWUDOLDQ�
PDUNHW�IRU�PDQ\ �\ HDUV��6HFXULW\ �LV�QRW�MXVW�DERXW�LQIUDVWUXFWXUH�DQG�ILOWHULQJ�WHFKQRORJLHV�EXW�DERXW��FRGLQJ�RXW��
DSSOLFDWLRQ�EXJV��7KH�2 : $63�7RS�7HQ�KLJKOLJKWV�WKH�PDMRU�LVVXHV�IDFLQJ�RUJDQL] DWLRQV�WRGD\ �DQG�DOVR��YHU\ �
FRQFLVHO\ ��GHWDLOV�KRZ�WR�DYRLG�WKHVH�FRP PRQ�SLWIDOOV� �́

ƒ� 7LP �6P LWK��1DWLRQDO�6HFXULW\ �0 DQDJHU��$OSKDZ HVW�3W\ �/ WG��$XVWUDOLD�

�
³$SSOLFDWLRQ�VHFXULW\ �FRQVLGHUDWLRQV�DUH�RIWHQ�WUHDWHG�DV�WKH�GRPDLQ�RI�VSHFLDOLVWV��WR�EH�DSSOLHG�DIWHU�FRGLQJ�LV�GRQH�
DQG�DOO�RWKHU�EXVLQHVV�UHTXLUHP HQWV�DUH�VDWLVILHG���$W�2 UDFOH�ZH�KDYH�IRXQG�WKDW�WKH�WDVN�RI�VHFXULQJ�DSSOLFDWLRQV�LV�
PRVW�OLNHO\ �WR�VXFFHHG�LI�VHFXULW\ �LV�EXLOW�LQ�IURP�WKH�VWDUW����' HYHORSHUV�PXVW�KDYH�D�EDVLF�XQGHUVWDQGLQJ�RI�VHFXULW\ �
YXOQHUDELOLWLHV�DQG�KRZ�WR�DYRLG�WKHP��DQG�UHOHDVH�PDQDJHUV�P XVW�H[ SOLFLWO\ �FKHFN�WKDW�VHFXULW\ �UHTXLUHPHQWV�KDYH�
EHHQ�VDWLVILHG�EHIRUH�SURGXFW�FDQ�VKLS���7KH�2 : $63�7RS�7HQ�/ LVW�LV�DQ�H[ FHOOHQW�VWDUWLQJ�SRLQW�IRU�FRPSDQLHV�WR�EXLOG�
VHFXULW\ �DZDUHQHVV�DPRQJ�WKHLU�GHYHORSHUV��DQG�WR�SUHSDUH�VHFXULW\ �FULWHULD�IRU�DSSOLFDWLRQ�GHSOR\ PHQW� �́

ƒ� - RKQ�+HLP DQQ��' LUHFWRU�RI�6HFXULW\ �DW�2 UDFOH�&RUS��

�
³7KH�2 : $63�KDV�GRQH�D�JUHDW�MRE�WR�JLYH�,7�SURIHVVLRQDOV�D�FKHFNOLVW�RI�WKH�PRVW�FULWLFDO�YXOQHUDELOLWLHV��,W�LV�QRZ�WLPH�
IRU�RUJDQL] DWLRQV�LQ�DOO�LQGXVWULHV�WR�VWDUW�WDNLQJ�DSSOLFDWLRQ�VHFXULW\ �VHULRXVO\ ��: HE�DSSOLFDWLRQV�DUH�FKDQJLQJ�WKH�ZD\ �
EXVLQHVV�LV�FRQGXFWHG�RQ�D�JOREDO�VFDOH��%XW�LI�WKH�FXUUHQW�VHFXULW\ �SUREOHPV�LQKHUHQW�LQ�WKHVH�DSSOLFDWLRQV�DUH�QRW�
DGGUHVVHG��DQ\ �EHQHILWV�ZH�JDLQ�IURP�WKHP�ZLOO�EH�VRXQGO\ �QHJDWHG�E\ �DWWDFNV� �́

ƒ� <XYDO�%HQ�,W] KDN��&KLHI�7HFKQRORJ\ �2 IILFHU��) RXQGHU��. D9D' R�,QF��

�
³0 DQ\ �SHRSOH�KDYH�VHHQ�WRS�WHQ�OLVWV�GHWDLOLQJ�WKH��ELJJHVW�QHWZRUN�VHFXULW\ �ULVNV����7KRVH�OLVWV�RQO\ �SRLQW�RXW�IODZV�LQ�
WKLUG�SDUW\ �VRIWZDUH�WKDW�\ RX�PD\ �RU�PD\ �QRW�EH�UXQQLQJ�RQ�\ RXU�QHWZRUN���$SSO\ LQJ�WKH�LQIRUPDWLRQ�LQ�WKLV�OLVW�ZLOO�NHHS�
WKH�VRIWZDUH�\ RX�GHYHORS�RII�WKRVH�RWKHU�OLVWV�´�

ƒ� - RKQ�9LHJD��&KLHI�6FLHQWLVW��6HFXUH�6RIWZ DUH�,QF���FR�DXWKRU�RI�
%XLOGLQJ�6HFXUH�6RIWZ DUH�

�
�
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7 DEOH�RI�&RQWHQWV�
�
�
,QWURGXFWLRQ���������������������������������������������������������������������������������������������������������������������������������������������������������������������������������� � �
%DFNJURXQG��������������������������������������������������������������������������������������������������������������������������������������������������������������������������������� � �
7KH�7RS�7HQ�/ LVW������������������������������������������������������������������������������������������������������������������������������������������������������������������������� � �
$� � 8 QYDOLGDWHG�3DUDP HWHUV������������������������������������������������������������������������������������������������������������������������������������������������������ � �
$� � %URNHQ�$FFHVV�&RQWURO�������������������������������������������������������������������������������������������������������������������������������������������������������� � �
$� � %URNHQ�$FFRXQW�DQG�6HVVLRQ�0 DQDJHP HQW������������������������������������������������������������������������������������������������������������������������ � �
$� � &URVV�6LWH�6FULSWLQJ��; 66��) ODZV�������������������������������������������������������������������������������������������������������������������������������������� � � �
$� � %XIIHU�2 YHUIORZV���������������������������������������������������������������������������������������������������������������������������������������������������������������� � � �
$� � &RP P DQG�,QMHFWLRQ�) ODZV������������������������������������������������������������������������������������������������������������������������������������������������� � � �
$� � ( UURU�+DQGOLQJ�3UREOHP V��������������������������������������������������������������������������������������������������������������������������������������������������� � � �
$� � ,QVHFXUH�8 VH�RI�&U\ SWRJUDSK\ ������������������������������������������������������������������������������������������������������������������������������������������� � � �
$� � 5 HP RWH�$GP LQLVWUDWLRQ�) ODZV�������������������������������������������������������������������������������������������������������������������������������������������� � � �
$� � �: HE�DQG�$SSOLFDWLRQ�6HUYHU�0 LVFRQILJXUDWLRQ������������������������������������������������������������������������������������������������������������������ � � �
&RQFOXVLRQV������������������������������������������������������������������������������������������������������������������������������������������������������������������������������� � � �
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,QWURGXFWLRQ�

7KH�2 SHQ�: HE�$SSOLFDWLRQ�6HFXULW\ �3URMHFW��2 : $63��LV�GHGLFDWHG�WR�KHOSLQJ�RUJDQL] DWLRQV�XQGHUVWDQG�DQG�LP SURYH�WKH�
VHFXULW\ �RI�WKHLU�ZHE�DSSOLFDWLRQV�DQG�ZHE�VHUYLFHV��7KLV�OLVW�ZDV�FUHDWHG�WR�IRFXV�JRYHUQP HQW�DQG�LQGXVWU\ �RQ�WKH�P RVW�
VHULRXV�RI�WKHVH�YXOQHUDELOLWLHV��: HE�DSSOLFDWLRQ�VHFXULW\ �YXOQHUDELOLWLHV�DUH�KLJKO\ �H[ SORLWDEOH�DQG�WKH�FRQVHTXHQFH�RI�DQ�
DWWDFN�FDQ�EH�GHYDVWDWLQJ��7KHVH�YXOQHUDELOLWLHV�UHSUHVHQW�DQ�HTXLYDOHQW�P DJQLWXGH�RI�ULVN�DV�QHWZRUN�VHFXULW\ �SUREOHP V��DQG�
VKRXOG�EH�JLYHQ�WKH�VDP H�GHJUHH�RI�DWWHQWLRQ��

8VLQJ�WKLV�OLVW��RUJDQL] DWLRQV�FDQ�VHQG�D�P HVVDJH�WR�ZHE�VLWH�GHYHORSHUV�WKDW��ZH�ZDQW�\ RX�WR�PDNH�VXUH�WKDW�\ RX�ZRQ
W�
P DNH�WKHVH�P LVWDNHV���7KH�VHFXULW\ �LVVXHV�UDLVHG�KHUH�DUH�QRW�QHZ��,Q�IDFW��VRP H�KDYH�EHHQ�ZHOO�XQGHUVWRRG�IRU�GHFDGHV��
<HW�IRU�VRP H�UHDVRQ��P DMRU�VRIWZDUH�GHYHORSP HQW�SURMHFWV�DUH�VWLOO�P DNLQJ�WKHVH�P LVWDNHV�DQG�MHRSDUGL] LQJ�QRW�RQO\ �WKHLU�
FXVWRP HUV¶�VHFXULW\ ��EXW�DOVR�WKH�VHFXULW\ �RI�WKH�HQWLUH�,QWHUQHW��

: H�KDYH�FKRVHQ�WR�SUHVHQW�WKLV�OLVW�LQ�D�IRUP DW�VLP LODU�WR�WKH�KLJKO\ �VXFFHVVIXO�6$16�) %,�7RS�7ZHQW\ �/ LVW�LQ�RUGHU�WR�IDFLOLWDWH�
LWV�XVH�DQG�XQGHUVWDQGLQJ��7KH�6$16�OLVW�LV�IRFXVHG�RQ�IODZV�LQ�SDUWLFXODU�ZLGHO\ �XVHG�QHWZRUN�DQG�LQIUDVWUXFWXUH�SURGXFWV��
%HFDXVH�HDFK�ZHEVLWH�LV�XQLTXH��WKH�2 : $63�7RS�7HQ�LV�RUJDQL] HG�DURXQG�SDUWLFXODU�W\ SHV�RU�FDWHJRULHV�RI�YXOQHUDELOLWLHV�
WKDW�IUHTXHQWO\ �RFFXU�LQ�ZHE�DSSOLFDWLRQV��

: KHQ�DQ�RUJDQL] DWLRQ�SXWV�XS�D�ZHE�DSSOLFDWLRQ��WKH\ �LQYLWH�WKH�ZRUOG�WR�VHQG�WKHP �+773�UHTXHVWV��$WWDFNV�EXULHG�LQ�WKHVH�
UHTXHVWV�VDLO�SDVW�ILUHZDOOV��ILOWHUV��SODWIRUP �KDUGHQLQJ��DQG�LQWUXVLRQ�GHWHFWLRQ�V\ VWHP V�ZLWKRXW�QRWLFH�EHFDXVH�WKH\ �DUH�LQVLGH�
OHJDO�+773�UHTXHVWV��( YHQ�³VHFXUH́�ZHEVLWHV�WKDW�XVH�66/ �MXVW�DFFHSW�WKH�UHTXHVWV�WKDW�DUULYH�WKURXJK�WKH�HQFU\ SWHG�WXQQHO�
ZLWKRXW�VFUXWLQ\ ��7KLV�P HDQV�WKDW�\ RXU�Z HE�DSSOLFDWLRQ�FRGH�LV�SDUW�RI�\ RXU�VHFXULW\ �SHULP HWHU��$V�WKH�QXP EHU��VL] H�DQG�
FRP SOH[ LW\ �RI�\ RXU�ZHE�DSSOLFDWLRQV�LQFUHDVHV��VR�GRHV�\ RXU�SHULP HWHU�H[ SRVXUH��

7KLV�OLVW�UHSUHVHQWV�WKH�FRP ELQHG�ZLVGRP �RI�GR] HQV�RI�OHDGLQJ�DSSOLFDWLRQ�VHFXULW\ �H[ SHUWV��7KLV�GRFXP HQW�LV�GHVLJQHG�WR�
LQWURGXFH�WKH�PRVW�VHULRXV�ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV��7KHUH�DUH�P DQ\ �ERRNV�DQG�JXLGHOLQHV�WKDW�GHVFULEH�WKHVH�
YXOQHUDELOLWLHV�LQ�P RUH�GHWDLO�DQG�SURYLGH�GHWDLOHG�JXLGDQFH�RQ�KRZ�WR�HOLP LQDWH�WKHP ��2 QH�VXFK�JXLGHOLQH�LV�WKH�2 : $63�
* XLGH�DYDLODEOH�DW�KWWS���ZZZ�RZDVS�RUJ��

7KH�2 : $63�7RS�7HQ�LV�D�OLVW�RI�YXOQHUDELOLWLHV�WKDW�UHTXLUH�LP P HGLDWH�UHP HGLDWLRQ��$OVR��LQ�WKH�ORQJHU�WHUP ��WKLV�WRS�WHQ�
OLVW�LV�LQWHQGHG�WR�EH�XVHG�E\ �GHYHORSP HQW�WHDP V�DQG�WKHLU�P DQDJHUV�GXULQJ�SURMHFW�SODQQLQJ�DQG�H[ HFXWLRQ��6HFXULW\ �
SURIHVVLRQDOV�VKRXOG�LQFOXGH�WKHVH�LWHP V�LQ�WKHLU�UHYLHZV�DQG�SURYLGH�JXLGDQFH�RQ�KRZ�WR�UHP HG\ �WKHVH�SUREOHP V��8OWLP DWHO\ ��
ZHE�DSSOLFDWLRQ�GHYHORSHUV�P XVW�DFKLHYH�D�FXOWXUH�VKLIW�WKDW�LQWHJUDWHV�VHFXULW\ �LQWR�HYHU\ �DVSHFW�RI�WKHLU�SURMHFWV��<RX�
ZRXOGQ
W�WKLQN�RI�GHSOR\ LQJ�D�QHZ�,QWHUQHW�FRQQHFWHG�QHWZRUN�ZLWKRXW�WKLQNLQJ�RI�QHWZRUN�VHFXULW\ �DW�WKH�GHVLJQ�VWDJH�RU�
SHUIRUP LQJ�QHWZRUN�VHFXULW\ �WHVWLQJ��3URMHFW�P DQDJHUV�VKRXOG�LQFOXGH�WLP H�DQG�EXGJHW�IRU�DSSOLFDWLRQ�VHFXULW\ �DFWLYLWLHV�
LQFOXGLQJ�GHYHORSHU�WUDLQLQJ��DSSOLFDWLRQ�VHFXULW\ �SROLF\ �GHYHORSP HQW��VHFXULW\ �P HFKDQLVP �GHVLJQ�DQG�GHYHORSP HQW��
SHQHWUDWLRQ�WHVWLQJ��DQG�VHFXULW\ �FRGH�UHYLHZ���

7KH�2 : $63�7RS�7HQ�LV�D�OLYLQJ�GRFXP HQW��,W�LQFOXGHV�LQVWUXFWLRQV�DQG�SRLQWHUV�WR�DGGLWLRQDO�LQIRUP DWLRQ�XVHIXO�IRU�FRUUHFWLQJ�
WKHVH�W\ SHV�RI�VHFXULW\ �IODZV��: H�ZLOO�XSGDWH�WKH�OLVW�DQG�WKH�LQVWUXFWLRQV�DV�P RUH�FULWLFDO�WKUHDWV�DQG�P RUH�FXUUHQW�RU�
FRQYHQLHQW�P HWKRGV�DUH�LGHQWLILHG��DQG�ZH�ZHOFRP H�\ RXU�LQSXW�DORQJ�WKH�ZD\ ��7KLV�LV�D�FRP PXQLW\ �FRQVHQVXV�GRFXP HQW�±�
\ RXU�H[ SHULHQFH�LQ�ILJKWLQJ�DWWDFNHUV�DQG�LQ�HOLP LQDWLQJ�WKHVH�YXOQHUDELOLWLHV�FDQ�KHOS�RWKHUV�ZKR�FRP H�DIWHU�\ RX��3OHDVH�VHQG�
VXJJHVWLRQV�YLD�H�P DLO�WR�WRSWHQ# RZDVS�RUJ�ZLWK�WKH�VXEMHFW��2 : $63�7RS�7HQ�&RP P HQWV�´�

�

�

�
2 : $63�JUDWHIXOO\ �DFNQRZOHGJHV�WKH�VSHFLDO�FRQWULEXWLRQ�IURP �$VSHFW�6HFXULW\ �

IRU�WKHLU�UROH�LQ�WKH�UHVHDUFK�DQG�SUHSDUDWLRQ�RI�WKLV�GRFXP HQW��

�

�
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%DFNJ URXQG�

7KH�FKDOOHQJH�RI�LGHQWLI\ LQJ�WKH�³WRŚ �ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV�LV�D�YLUWXDOO\ �LP SRVVLEOH�WDVN��7KHUH�LV�QRW�HYHQ�
ZLGHVSUHDG�DJUHHP HQW�RQ�H[ DFWO\ �ZKDW�LV�LQFOXGHG�LQ�WKH�WHUP�³ZHE�DSSOLFDWLRQ�VHFXULW\ �´�6RP H�KDYH�DUJXHG�WKDW�ZH�VKRXOG�
IRFXV�RQO\ �RQ�VHFXULW\ �LVVXHV�WKDW�DIIHFW�GHYHORSHUV�ZULWLQJ�FXVWRP �ZHE�DSSOLFDWLRQ�FRGH��2 WKHUV�KDYH�DUJXHG�IRU�D�P RUH�
H[ SDQVLYH�GHILQLWLRQ�WKDW�FRYHUV�WKH�HQWLUH�DSSOLFDWLRQ�OD\ HU��LQFOXGLQJ�OLEUDULHV��VHUYHU�FRQILJXUDWLRQ��DQG�DSSOLFDWLRQ�OD\ HU�
SURWRFROV��,Q�WKH�KRSHV�RI�DGGUHVVLQJ�WKH�P RVW�VHULRXV�ULVNV�IDFLQJ�RUJDQL] DWLRQV��ZH�KDYH�GHFLGHG�WR�JLYH�D�UHODWLYHO\ �EURDG�
LQWHUSUHWDWLRQ�WR�ZHE�DSSOLFDWLRQ�VHFXULW\ ��ZKLOH�VWLOO�NHHSLQJ�FOHDU�RI�QHWZRUN�DQG�LQIUDVWUXFWXUH�VHFXULW\ �LVVXHV��

$QRWKHU�FKDOOHQJH�WR�WKLV�HIIRUW�LV�WKDW�HDFK�VSHFLILF�YXOQHUDELOLW\ �LV�XQLTXH�WR�D�SDUWLFXODU�RUJDQL] DWLRQ¶V�ZHEVLWH��7KHUH�ZRXOG�
EH�OLWWOH�SRLQW�LQ�FDOOLQJ�RXW�VSHFLILF�YXOQHUDELOLWLHV�LQ�WKH�ZHE�DSSOLFDWLRQV�RI�LQGLYLGXDO�RUJDQL] DWLRQV��HVSHFLDOO\ �VLQFH�WKH\ �DUH�
KRSHIXOO\ �IL[ HG�VRRQ�DIWHU�D�ODUJH�DXGLHQFH�NQRZV�RI�WKHLU�H[ LVWHQFH��7KHUHIRUH��ZH�KDYH�FKRVHQ�WR�IRFXV�RQ�WKH�WRS�FODVVHV��
W\ SHV��RU�FDWHJRULHV�RI�ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV���

: H�GHFLGHG�WR�FODVVLI\ �D�ZLGH�UDQJH�RI�ZHE�DSSOLFDWLRQ�SUREOHP V�LQWR�P HDQLQJIXO�FDWHJRULHV��: H�VWXGLHG�D�YDULHW\ �RI�
YXOQHUDELOLW\ �FODVVLILFDWLRQ�VFKHP HV�DQG�FDP H�XS�ZLWK�D�VHW�RI�FDWHJRULHV��) DFWRUV�WKDW�FKDUDFWHUL] H�D�JRRG�YXOQHUDELOLW\ �
FDWHJRU\ �LQFOXGH�ZKHWKHU�WKH�IODZV�DUH�FORVHO\ �UHODWHG��FDQ�EH�DGGUHVVHG�ZLWK�VLP LODU�FRXQWHUP HDVXUHV��DQG�IUHTXHQWO\ �RFFXU�
LQ�W\ SLFDO�ZHE�DSSOLFDWLRQ�DUFKLWHFWXUHV��

7R�FKRRVH�WKH�WRS�WHQ�IURP�D�ODUJH�OLVW�RI�FDQGLGDWHV�KDV�LWV�RZQ�VHW�RI�GLIILFXOWLHV��7KHUH�DUH�VLPSO\ �QR�UHOLDEOH�VRXUFHV�RI�
VWDWLVWLFV�DERXW�ZHE�DSSOLFDWLRQ�VHFXULW\ �SUREOHP V��,Q�WKH�IXWXUH��ZH�ZRXOG�OLNH�WR�JDWKHU�VWDWLVWLFV�DERXW�WKH�IUHTXHQF\ �RI�
FHUWDLQ�IODZV�LQ�ZHE�DSSOLFDWLRQ�FRGH�DQG�XVH�WKRVH�P HWULFV�WR�KHOS�SULRULWL] H�WKH�WRS�WHQ��+RZHYHU��IRU�D�QXP EHU�RI�UHDVRQV��
WKLV�VRUW�RI�P HDVXUHP HQW�LV�QRW�OLNHO\ �WR�RFFXU�LQ�WKH�QHDU�IXWXUH��

: H�UHFRJQL] H�WKDW�WKHUH�LV�QR�³ULJKẂ�DQVZHU�IRU�ZKLFK�YXOQHUDELOLW\ �FDWHJRULHV�VKRXOG�EH�LQ�WKH�WRS�WHQ��( DFK�RUJDQL] DWLRQ�ZLOO�
KDYH�WR�WKLQN�DERXW�WKH�ULVN�WR�WKHLU�RUJDQL] DWLRQ�EDVHG�RQ�WKH�OLNHOLKRRG�RI�KDYLQJ�RQH�RI�WKHVH�IODZV�DQG�WKH�VSHFLILF�
FRQVHTXHQFHV�WR�WKHLU�HQWHUSULVH��,Q�WKH�P HDQWLP H��ZH�SXW�WKLV�OLVW�IRUZDUG�DV�D�VHW�RI�SUREOHP V�WKDW�UHSUHVHQW�D�VLJQLILFDQW�
DP RXQW�RI�ULVN�WR�D�EURDG�DUUD\ �RI�RUJDQL] DWLRQV��7KH�WRS�WHQ�WKHP VHOYHV�DUH�QRW�LQ�DQ\ �SDUWLFXODU�RUGHU��DV�LW�ZRXOG�EH�DOP RVW�
LP SRVVLEOH�WR�GHWHUP LQH�ZKLFK�RI�WKHP�UHSUHVHQWV�WKH�P RVW�DJJUHJDWH�ULVN��

7KH�2 : $63�7RS�7HQ�SURMHFW�LV�DQ�RQJRLQJ�HIIRUW�WR�P DNH�LQIRUP DWLRQ�DERXW�NH\ �ZHE�DSSOLFDWLRQ�VHFXULW\ �IODZV�DYDLODEOH�WR�D�
ZLGH�DXGLHQFH��: H�H[ SHFW�WR�XSGDWH�WKLV�GRFXPHQW�LQ�WKH�VL[ �PRQWK�WLP HIUDP H�EDVHG�RQ�GLVFXVVLRQ�RQ�WKH�2 : $63�P DLOLQJ�
OLVWV�DQG�IHHGEDFN�WR�WRSWHQ# RZDVS�RUJ���
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7 KH�7RS�7HQ�/ LVW�

7KH�IROORZLQJ�LV�D�VKRUW�VXP P DU\ �RI�WKH�P RVW�VLJQLILFDQW�ZHE�DSSOLFDWLRQ�VHFXULW\ �YXOQHUDELOLWLHV��( DFK�RI�WKHVH�LV�GHVFULEHG�LQ�
P RUH�GHWDLO�LQ�WKH�IROORZLQJ�VHFWLRQV��

�

7RS�9XOQHUDELOLWLHV�LQ�: HE�$SSOLFDWLRQV�

$ � � 8QYDOLGDWHG�3DUDP HWHUV� ,QIRUP DWLRQ�IURP �ZHE�UHTXHVWV�LV�QRW�YDOLGDWHG�EHIRUH�EHLQJ�XVHG�E\ �D�ZHE�
DSSOLFDWLRQ��$WWDFNHUV�FDQ�XVH�WKHVH�IODZV�WR�DWWDFN�EDFNHQG�FRP SRQHQWV�
WKURXJK�D�ZHE�DSSOLFDWLRQ��

$ � � %URNHQ�$FFHVV�&RQWURO� 5HVWULFWLRQV�RQ�ZKDW�DXWKHQWLFDWHG�XVHUV�DUH�DOORZHG�WR�GR�DUH�QRW�SURSHUO\ �
HQIRUFHG��$WWDFNHUV�FDQ�H[ SORLW�WKHVH�IODZV�WR�DFFHVV�RWKHU�XVHUV¶�DFFRXQWV��YLHZ�
VHQVLWLYH�ILOHV��RU�XVH�XQDXWKRUL] HG�IXQFWLRQV��

$ � � %URNHQ�$FFRXQW�DQG�6HVVLRQ�
0 DQDJHP HQW�

$FFRXQW�FUHGHQWLDOV�DQG�VHVVLRQ�WRNHQV�DUH�QRW�SURSHUO\ �SURWHFWHG��$WWDFNHUV�
WKDW�FDQ�FRP SURP LVH�SDVVZRUGV��NH\ V��VHVVLRQ�FRRNLHV��RU�RWKHU�WRNHQV�FDQ�
GHIHDW�DXWKHQWLFDWLRQ�UHVWULFWLRQV�DQG�DVVXP H�RWKHU�XVHUV¶�LGHQWLWLHV��

$ � � &URVV�6LWH�6FULSWLQJ��; 66��
) ODZ V�

7KH�ZHE�DSSOLFDWLRQ�FDQ�EH�XVHG�DV�D�P HFKDQLVP �WR�WUDQVSRUW�DQ�DWWDFN�WR�DQ�
HQG�XVHU¶V�EURZVHU��$�VXFFHVVIXO�DWWDFN�FDQ�GLVFORVH�WKH�HQG�XVHU¶V�VHVVLRQ�
WRNHQ��DWWDFN�WKH�ORFDO�P DFKLQH��RU�VSRRI�FRQWHQW�WR�IRRO�WKH�XVHU��

$ � � %XIIHU�2 YHUIORZ V� : HE�DSSOLFDWLRQ�FRP SRQHQWV�LQ�VRP H�ODQJXDJHV�WKDW�GR�QRW�SURSHUO\ �YDOLGDWH�
LQSXW�FDQ�EH�FUDVKHG�DQG��LQ�VRP H�FDVHV��XVHG�WR�WDNH�FRQWURO�RI�D�SURFHVV��
7KHVH�FRP SRQHQWV�FDQ�LQFOXGH�&* ,��OLEUDULHV��GULYHUV��DQG�ZHE�DSSOLFDWLRQ�
VHUYHU�FRP SRQHQWV��

$ � � &RP P DQG�,QMHFWLRQ�) ODZ V� : HE�DSSOLFDWLRQV�SDVV�SDUDP HWHUV�ZKHQ�WKH\ �DFFHVV�H[ WHUQDO�V\ VWHP V�RU�WKH�
ORFDO�RSHUDWLQJ�V\ VWHP ��,I�DQ�DWWDFNHU�FDQ�HP EHG�P DOLFLRXV�FRP P DQGV�LQ�WKHVH�
SDUDP HWHUV��WKH�H[ WHUQDO�V\ VWHP �P D\ �H[ HFXWH�WKRVH�FRP P DQGV�RQ�EHKDOI�RI�WKH�
ZHE�DSSOLFDWLRQ��

$ � � ( UURU�+DQGOLQJ�3UREOHP V� ( UURU�FRQGLWLRQV�WKDW�RFFXU�GXULQJ�QRUP DO�RSHUDWLRQ�DUH�QRW�KDQGOHG�SURSHUO\ ��,I�
DQ�DWWDFNHU�FDQ�FDXVH�HUURUV�WR�RFFXU�WKDW�WKH�ZHE�DSSOLFDWLRQ�GRHV�QRW�KDQGOH��
WKH\ �FDQ�JDLQ�GHWDLOHG�V\ VWHP �LQIRUP DWLRQ��GHQ\ �VHUYLFH��FDXVH�VHFXULW\ �
P HFKDQLVP V�WR�IDLO��RU�FUDVK�WKH�VHUYHU��

$ � � ,QVHFXUH�8VH�RI�
&U\ SWRJUDSK\ �

: HE�DSSOLFDWLRQV�IUHTXHQWO\ �XVH�FU\ SWRJUDSKLF�IXQFWLRQV�WR�SURWHFW�LQIRUP DWLRQ�
DQG�FUHGHQWLDOV��7KHVH�IXQFWLRQV�DQG�WKH�FRGH�WR�LQWHJUDWH�WKHP�KDYH�SURYHQ�
GLIILFXOW�WR�FRGH�SURSHUO\ ��IUHTXHQWO\ �UHVXOWLQJ�LQ�ZHDN�SURWHFWLRQ��

$ � � 5HP RWH�$GP LQLVWUDWLRQ�
) ODZ V�

0 DQ\ �ZHE�DSSOLFDWLRQV�DOORZ�DGP LQLVWUDWRUV�WR�DFFHVV�WKH�VLWH�XVLQJ�D�ZHE�
LQWHUIDFH��,I�WKHVH�DGP LQLVWUDWLYH�IXQFWLRQV�DUH�QRW�YHU\ �FDUHIXOO\ �SURWHFWHG��DQ�
DWWDFNHU�FDQ�JDLQ�IXOO�DFFHVV�WR�DOO�DVSHFWV�RI�D�VLWH��

$ � � �� : HE�DQG�$SSOLFDWLRQ�6HUYHU�
0 LVFRQILJXUDWLRQ�

+DYLQJ�D�VWURQJ�VHUYHU�FRQILJXUDWLRQ�VWDQGDUG�LV�FULWLFDO�WR�D�VHFXUH�ZHE�
DSSOLFDWLRQ��7KHVH�VHUYHUV�KDYH�P DQ\ �FRQILJXUDWLRQ�RSWLRQV�WKDW�DIIHFW�VHFXULW\ �
DQG�DUH�QRW�VHFXUH�RXW�RI�WKH�ER[ ��

�
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$ � � 8 QYDOLGDWHG�3DUDP HWHUV�

$ � �� � ' HVFULSWLRQ�

: HE�DSSOLFDWLRQV�XVH�LQIRUP DWLRQ�IURP �+773�UHTXHVWV�WR�GHWHUP LQH�KRZ�WR�UHVSRQG��$WWDFNHUV�FDQ�WDP SHU�ZLWK�DQ\ �SDUW�RI�
DQ�+773�UHTXHVW��LQFOXGLQJ�WKH�XUO��TXHU\ VWULQJ��KHDGHUV��FRRNLHV��IRUP �ILHOGV��DQG�KLGGHQ�ILHOGV��WR�WU\ �WR�E\ SDVV�WKH�VLWH¶V�
VHFXULW\ �P HFKDQLVP V��&RP P RQ�QDP HV�IRU�FRP P RQ�SDUDP HWHU�WDP SHULQJ�DWWDFNV�LQFOXGH��IRUFHG�EURZVLQJ��FRP P DQG�
LQVHUWLRQ��64 / �LQMHFWLRQ��FRRNLH�SRLVRQLQJ��DQG�KLGGHQ�ILHOG�P DQLSXODWLRQ��( DFK�RI�WKHVH�DWWDFNV�LV�GHVFULEHG�LQ�P RUH�GHWDLO�
ODWHU�LQ�WKLV�SDSHU��8QOHVV�WKH�ZHE�DSSOLFDWLRQ�KDV�D�VWURQJ��FHQWUDOL] HG�P HFKDQLVP �IRU�YDOLGDWLQJ�DOO�LQIRUP DWLRQ�IURP�+773�
UHTXHVWV��SDUDPHWHU�YDOLGDWLRQ�IODZV�DUH�YHU\ �OLNHO\ �WR�H[ LVW��

0 RVW�ZHE�HQYLURQP HQWV�VXSSRUW�D�QXP EHU�RI�GLIIHUHQW�ZD\ V�RI�HQFRGLQJ�LQIRUP DWLRQ��7KHVH�HQFRGLQJ�IRUP DWV�DUH�QRW�OLNH�
HQFU\ SWLRQ��VLQFH�WKH\ �DUH�WULYLDO�WR�GHFRGH��6WLOO��GHYHORSHUV�RIWHQ�IRUJHW�WR�GHFRGH�DOO�SDUDP HWHUV�WR�WKHLU�VLP SOHVW�IRUP �EHIRUH�
XVLQJ�WKHP ��3DUDP HWHUV�P XVW�EH�FRQYHUWHG�WR�WKH�VLP SOHVW�IRUP �EHIRUH�WKH\ �DUH�YDOLGDWHG��RWKHUZLVH��P DOLFLRXV�LQSXW�FDQ�EH�
P DVNHG�DQG�LW�FDQ�VOLS�SDVW�VXFK�FKHFNV��7KLV�SURFHVV�LV�FDOOHG�³FDQRQLFDOL] DWLRQ�´�6LQFH�DOP RVW�DOO�+773�LQSXW�FDQ�EH�
UHSUHVHQWHG�LQ�P XOWLSOH�IRUP DWV��WKLV�WHFKQLTXH�FDQ�EH�XVHG�WR�REIXVFDWH�DQ\ �DWWDFN�WDUJHWLQJ�WKH�YXOQHUDELOLWLHV�GHVFULEHG�LQ�
WKLV�GRFXP HQW��

$�VXUSULVLQJ�QXP EHU�RI�ZHE�DSSOLFDWLRQV�XVH�RQO\ �FOLHQW�VLGH�P HFKDQLVP V�WR�YDOLGDWH�LQSXW��&OLHQW�VLGH�YDOLGDWLRQ�P HFKDQLVP V�
DUH�HDVLO\ �E\ SDVVHG��OHDYLQJ�WKH�ZHE�DSSOLFDWLRQ�ZLWKRXW�DQ\ �SURWHFWLRQ�DJDLQVW�P DOLFLRXV�SDUDP HWHUV��$WWDFNHUV�FDQ�
JHQHUDWH�WKHLU�RZQ�+773�UHTXHVWV�XVLQJ�WRROV�DV�VLP SOH�DV�WHOQHW��7KH\ �GR�QRW�KDYH�WR�SD\ �DWWHQWLRQ�WR�DQ\ WKLQJ�WKDW�WKH�
GHYHORSHU�LQWHQGHG�WR�KDSSHQ�RQ�WKH�FOLHQW�VLGH��1RWH�WKDW�FOLHQW�VLGH�YDOLGDWLRQ�LV�D�ILQH�LGHD�IRU�SHUIRUP DQFH�DQG�XVDELOLW\ ��
EXW�LW�KDV�QR�VHFXULW\ �EHQHILW�ZKDWVRHYHU��6HUYHU�VLGH�FKHFNV�DUH�UHTXLUHG�WR�GHIHQG�DJDLQVW�SDUDP HWHU�P DQLSXODWLRQ�DWWDFNV��
2 QFH�WKHVH�DUH�LQ�SODFH��FOLHQW�VLGH�FKHFNLQJ�FDQ�DOVR�EH�LQFOXGHG�WR�HQKDQFH�WKH�XVHU�H[ SHULHQFH�IRU�OHJLWLP DWH�XVHUV�DQG�RU�
UHGXFH�WKH�DP RXQW�RI�LQYDOLG�WUDIILF�WR�WKH�VHUYHU��

7KHVH�DWWDFNV�DUH�EHFRP LQJ�LQFUHDVLQJO\ �OLNHO\ �DV�WKH�QXP EHU�RI�WRROV�WKDW�VXSSRUW�SDUDP HWHU�³IX] ] LQJ´��FRUUXSWLRQ��DQG�EUXWH�
IRUFLQJ�JURZV��7KH�LP SDFW�RI�XVLQJ�XQYDOLGDWHG�SDUDP HWHUV�VKRXOG�QRW�EH�XQGHUHVWLP DWHG��$�KXJH�QXP EHU�RI�DWWDFNV�ZRXOG�
EHFRP H�GLIILFXOW�RU�LP SRVVLEOH�LI�GHYHORSHUV�ZRXOG�VLP SO\ �YDOLGDWH�LQIRUP DWLRQ�EHIRUH�XVLQJ�LW��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�DUH�VXVFHSWLEOH�WR�SDUDP HWHU�WDP SHULQJ���

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � 2 : $63�GLVFXVVLRQ�RQ�3DUDP HWHU�0 DQLSXODWLRQ��KWWS���ZZZ�RZDVS�RUJ�DVDF�SDUDP HWHUBP DQLSXODWLRQ���$GGLWLRQDO�
OLQNV�WR�&RRNLH��) RUP ��+773�+HDGHU��DQG�85 / �P DQLSXODWLRQ�GLVFXVVLRQV�FDQ�EH�IRXQG�RQ�WKLV�SDJH��

„ � 2 : $63�GLVFXVVLRQ�RQ�&DQRQLFDOL] DWLRQ�LVVXHV��KWWS���ZZZ�RZDVS�RUJ�DVDF�FDQRQLFDOL] DWLRQ���$GGLWLRQDO�OLQNV�WR�
8QLFRGH�DQG�8 5 / �HQFRGLQJ�FDQ�EH�IRXQG�RQ�WKLV�SDJH��

„ � 2 : $63�* XLGH�WR�%XLOGLQJ�6HFXUH�: HE�$SSOLFDWLRQV�DQG�: HE�6HUYLFHV��&KDSWHU�� ��' DWD�9DOLGDWLRQ��
KWWS���ZZZ�RZDVS�RUJ�JXLGH��

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

$Q\ �SDUW�RI�DQ�+773�UHTXHVW�WKDW�LV�XVHG�E\ �D�ZHE�DSSOLFDWLRQ�ZLWKRXW�EHLQJ�FDUHIXOO\ �YDOLGDWHG�LV�NQRZQ�DV�D�³WDLQWHǴ�
SDUDP HWHU��7KH�VLP SOHVW�ZD\ �WR�ILQG�WDLQWHG�SDUDP HWHU�XVH�LV�WR�KDYH�D�GHWDLOHG�FRGH�UHYLHZ��VHDUFKLQJ�IRU�DOO�WKH�FDOOV�ZKHUH�
LQIRUP DWLRQ�LV�H[ WUDFWHG�IURP �DQ�+773�UHTXHVW��) RU�H[ DP SOH��LQ�D�- � ( ( �DSSOLFDWLRQ��WKHVH�DUH�WKH�P HWKRGV�LQ�WKH�
+WWS6HUYOHW5HTXHVW�FODVV��7KHQ�\ RX�FDQ�IROORZ�WKH�FRGH�WR�VHH�ZKHUH�WKDW�YDULDEOH�JHWV�XVHG��,I�WKH�YDULDEOH�LV�QRW�FKHFNHG�
EHIRUH�LW�LV�XVHG��WKHUH�LV�YHU\ �OLNHO\ �D�SUREOHP ��,Q�3HUO��\ RX�VKRXOG�FRQVLGHU�XVLQJ�WKH�³WDLQẂ���W��RSWLRQ��

,W�LV�DOVR�SRVVLEOH�WR�ILQG�WDLQWHG�SDUDP HWHU�XVH�E\ �XVLQJ�WRROV�OLNH�$FKLOOHV�DQG�: HE6FDUDE��%\ �VXEP LWWLQJ�XQH[ SHFWHG�YDOXHV�
LQ�+773�UHTXHVWV�DQG�YLHZLQJ�WKH�ZHE�DSSOLFDWLRQ¶V�UHVSRQVHV��\ RX�FDQ�LGHQWLI\ �SODFHV�ZKHUH�WDLQWHG�SDUDP HWHUV�DUH�XVHG��
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$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

7KH�EHVW�ZD\ �WR�SUHYHQW�SDUDPHWHU�WDP SHULQJ�LV�WR�HQVXUH�WKDW�DOO�SDUDP HWHUV�DUH�YDOLGDWHG�EHIRUH�WKH\ �DUH�XVHG��$�
FHQWUDOL] HG�FRP SRQHQW�RU�OLEUDU\ �LV�OLNHO\ �WR�EH�WKH�P RVW�HIIHFWLYH��DV�WKH�FRGH�SHUIRUP LQJ�WKH�FKHFNLQJ�VKRXOG�DOO�EH�LQ�RQH�
SODFH��( DFK�SDUDP HWHU�VKRXOG�EH�FKHFNHG�DJDLQVW�D�VWULFW�IRUPDW�WKDW�VSHFLILHV�H[ DFWO\ �ZKDW�LQSXW�ZLOO�EH�DOORZHG��³1HJDWLYH́�
DSSURDFKHV�WKDW�LQYROYH�ILOWHULQJ�RXW�FHUWDLQ�EDG�LQSXW�RU�DSSURDFKHV�WKDW�UHO\ �RQ�VLJQDWXUHV�DUH�QRW�OLNHO\ �WR�EH�HIIHFWLYH�DQG�
P D\ �EH�GLIILFXOW�WR�P DLQWDLQ��

3DUDP HWHUV�VKRXOG�EH�YDOLGDWHG�DJDLQVW�D�³SRVLWLYH́�VSHFLILFDWLRQ�WKDW�GHILQHV��

„ � ' DWD�W\ SH��VWULQJ��LQWHJHU��UHDO��HWF« ��

„ � $OORZHG�FKDUDFWHU�VHW�

„ � 0 LQLP XP �DQG�P D[ LP XP �OHQJWK�

„ � : KHWKHU�QXOO�LV�DOORZHG�

„ � : KHWKHU�WKH�SDUDP HWHU�LV�UHTXLUHG�RU�QRW�

„ � : KHWKHU�GXSOLFDWHV�DUH�DOORZHG�

„ � 1XP HULF�UDQJH�

„ � 6SHFLILF�OHJDO�YDOXHV��HQXP HUDWLRQ��

„ � 6SHFLILF�SDWWHUQV��UHJXODU�H[ SUHVVLRQV��

�
$�QHZ�FODVV�RI�VHFXULW\ �GHYLFHV�NQRZQ�DV�ZHE�DSSOLFDWLRQ�ILUHZDOOV�FDQ�SURYLGH�VRP H�SDUDP HWHU�YDOLGDWLRQ�VHUYLFHV��
+RZHYHU��LQ�RUGHU�IRU�WKHP �WR�EH�HIIHFWLYH��WKH�GHYLFH�P XVW�EH�FRQILJXUHG�ZLWK�D�VWULFW�GHILQLWLRQ�RI�ZKDW�LV�YDOLG�IRU�HDFK�
SDUDP HWHU�IRU�\ RXU�VLWH��7KLV�LQFOXGHV�SURSHUO\ �SURWHFWLQJ�DOO�W\ SHV�RI�LQSXW�IURP�WKH�+773�UHTXHVW��LQFOXGLQJ�85 / V��IRUP V��
FRRNLHV��TXHU\ VWULQJV��KLGGHQ�ILHOGV��DQG�SDUDP HWHUV��

7KH�2 : $63�) LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRP SRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�P DQ\ �IRUP V�RI�SDUDP HWHU�
WDP SHULQJ��2 : $63�KDV�UHOHDVHG�&RGH6HHNHU��DQ�DSSOLFDWLRQ�OHYHO�ILUHZDOO���
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$ � � %URNHQ�$ FFHVV�&RQWURO�

$ � �� � ' HVFULSWLRQ�

$FFHVV�FRQWURO��VRP HWLP HV�FDOOHG�DXWKRUL] DWLRQ��LV�KRZ�D�ZHE�DSSOLFDWLRQ�JUDQWV�DFFHVV�WR�FRQWHQW�DQG�IXQFWLRQV�WR�VRP H�
XVHUV�DQG�QRW�RWKHUV��7KHVH�FKHFNV�DUH�SHUIRUPHG�DIWHU�DXWKHQWLFDWLRQ��DQG�JRYHUQ�ZKDW�µDXWKRUL] HG¶�XVHUV�DUH�DOORZHG�WR�GR��
$FFHVV�FRQWURO�VRXQGV�OLNH�D�VLP SOH�SUREOHP �EXW�LV�LQVLGLRXVO\ �GLIILFXOW�WR�LP SOHP HQW�FRUUHFWO\ ��$�ZHE�DSSOLFDWLRQ¶V�DFFHVV�
FRQWURO�P RGHO�LV�FORVHO\ �WLHG�WR�WKH�FRQWHQW�DQG�IXQFWLRQV�WKDW�WKH�VLWH�SURYLGHV��,Q�DGGLWLRQ��WKH�XVHUV�P D\ �IDOO�LQWR�D�QXP EHU�RI�
JURXSV�RU�UROHV�ZLWK�GLIIHUHQW�DELOLWLHV�RU�SULYLOHJHV��

' HYHORSHUV�IUHTXHQWO\ �XQGHUHVWLP DWH�WKH�GLIILFXOW\ �RI�LP SOHP HQWLQJ�D�UHOLDEOH�DFFHVV�FRQWURO�P HFKDQLVP ��0 DQ\ �RI�WKHVH�
VFKHP HV�ZHUH�QRW�GHOLEHUDWHO\ �GHVLJQHG��EXW�KDYH�VLP SO\ �HYROYHG�DORQJ�ZLWK�WKH�ZHE�VLWH��,Q�WKHVH�FDVHV��DFFHVV�FRQWURO�
UXOHV�DUH�LQVHUWHG�LQ�YDULRXV�ORFDWLRQV�DOO�RYHU�WKH�FRGH��$V�WKH�VLWH�QHDUV�GHSOR\ P HQW��WKH�DG�KRF�FROOHFWLRQ�RI�UXOHV�EHFRP HV�
VR�XQZLHOG\ �WKDW�LW�LV�DOP RVW�LP SRVVLEOH�WR�XQGHUVWDQG��

0 DQ\ �RI�WKHVH�IODZHG�DFFHVV�FRQWURO�VFKHP HV�DUH�QRW�GLIILFXOW�WR�GLVFRYHU�DQG�H[ SORLW��) UHTXHQWO\ ��DOO�WKDW�LV�UHTXLUHG�LV�WR�FUDIW�
D�UHTXHVW�IRU�IXQFWLRQV�RU�FRQWHQW�WKDW�VKRXOG�QRW�EH�JUDQWHG��2 QFH�D�IODZ�LV�GLVFRYHUHG��WKH�FRQVHTXHQFHV�RI�D�IODZHG�
DFFHVV�FRQWURO�VFKHP H�FDQ�EH�GHYDVWDWLQJ��,Q�DGGLWLRQ�WR�YLHZLQJ�XQDXWKRUL] HG�FRQWHQW��DQ�DWWDFNHU�P LJKW�EH�DEOH�WR�FKDQJH�
RU�GHOHWH�FRQWHQW��SHUIRUP �XQDXWKRUL] HG�IXQFWLRQV��RU�HYHQ�WDNH�RYHU�VLWH�DGP LQLVWUDWLRQ��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OO�NQRZQ�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�DUH�VXVFHSWLEOH�WR�DW�OHDVW�VRP H�RI�WKHVH�
LVVXHV��( YHQ�LI�D�VLWH�LV�FRP SOHWHO\ �VWDWLF��LI�LW�LV�QRW�FRQILJXUHG�SURSHUO\ ��KDFNHUV�FRXOG�JDLQ�DFFHVV�WR�VHQVLWLYH�ILOHV�DQG�
GHIDFH�WKH�VLWH��RU�SHUIRUP �RWKHU�P LVFKLHI���

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � 2 : $63�GLVFXVVLRQ�RQ�3DWK�7UDYHUVDO��KWWS���ZZZ�RZDVS�RUJ�DVDF�LQSXWBYDOLGDWLRQ�SW�VKWP O�

„ � 2 : $63�* XLGH�WR�%XLOGLQJ�6HFXUH�: HE�$SSOLFDWLRQV�DQG�: HE�6HUYLFHV��&KDSWHU�� ��$FFHVV�&RQWURO��
KWWS���ZZZ�RZDVS�RUJ�JXLGH��

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

9LUWXDOO\ �DOO�VLWHV�KDYH�DFFHVV�FRQWURO�UHTXLUHP HQWV��7KHUHIRUH��DQ�DFFHVV�FRQWURO�SROLF\ �VKRXOG�EH�FOHDUO\ �GRFXP HQWHG��$OVR��
WKH�GHVLJQ�GRFXP HQWDWLRQ�VKRXOG�FDSWXUH�DQ�DSSURDFK�IRU�HQIRUFLQJ�WKLV�SROLF\ ��,I�WKLV�GRFXP HQWDWLRQ�GRHV�QRW�H[ LVW��WKHQ�D�
VLWH�LV�OLNHO\ �WR�EH�YXOQHUDEOH��

7KH�FRGH�WKDW�LP SOHP HQWV�WKH�DFFHVV�FRQWURO�SROLF\ �VKRXOG�EH�FKHFNHG��6XFK�FRGH�VKRXOG�EH�ZHOO�VWUXFWXUHG��P RGXODU��DQG�
P RVW�OLNHO\ �FHQWUDOL] HG��$�GHWDLOHG�FRGH�UHYLHZ�VKRXOG�EH�SHUIRUP HG�WR�YDOLGDWH�WKH�FRUUHFWQHVV�RI�WKH�DFFHVV�FRQWURO�
LP SOHP HQWDWLRQ��,Q�DGGLWLRQ��SHQHWUDWLRQ�WHVWLQJ�FDQ�EH�TXLWH�XVHIXO�LQ�GHWHUP LQLQJ�LI�WKHUH�DUH�SUREOHP V�LQ�WKH�DFFHVV�FRQWURO�
VFKHP H��

$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

7KH�P RVW�LP SRUWDQW�VWHS�LV�WR�WKLQN�WKURXJK�DQ�DSSOLFDWLRQ¶V�DFFHVV�FRQWURO�DQG�FDSWXUH�LW�LQ�D�ZHE�DSSOLFDWLRQ�VHFXULW\ �SROLF\ ��
: LWKRXW�GRFXPHQWLQJ�WKH�VHFXULW\ �SROLF\ ��WKHUH�LV�QR�GHILQLWLRQ�RI�ZKDW�LW�P HDQV�WR�EH�VHFXUH�IRU�WKDW�VLWH��7KH�SROLF\ �VKRXOG�
GRFXP HQW�ZKDW�W\ SHV�RI�XVHUV�FDQ�DFFHVV�WKH�V\ VWHP ��DQG�ZKDW�IXQFWLRQV�DQG�FRQWHQW�HDFK�RI�WKHVH�W\ SHV�RI�XVHUV�VKRXOG�
EH�DOORZHG�WR�DFFHVV��7KH�DFFHVV�FRQWURO�P HFKDQLVP �VKRXOG�EH�H[ WHQVLYHO\ �WHVWHG�WR�EH�VXUH�WKDW�WKHUH�LV�QR�ZD\ �WR�E\ SDVV�
LW��7KLV�WHVWLQJ�UHTXLUHV�D�YDULHW\ �RI�DFFRXQWV�DQG�H[ WHQVLYH�DWWHP SWV�WR�DFFHVV�XQDXWKRUL] HG�FRQWHQW�RU�IXQFWLRQV��
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6RP H�VSHFLILF�DFFHVV�FRQWURO�LVVXHV�LQFOXGH��

„ � ,QVHFXUH�,G¶V�±�0 RVW�ODUJH�ZHE�VLWHV�XVH�VRP H�IRUP �RI�LG��NH\ ��RU�LQGH[ �DV�D�ZD\ �WR�UHIHUHQFH�XVHUV��FRQWHQW��RU�
IXQFWLRQV��,I�DQ�DWWDFNHU�FDQ�JXHVV�WKHVH�LG¶V�WKH\ �FDQ�H[ HUFLVH�WKH�DFFHVV�FRQWURO�VFKHP H�IUHHO\ �WR�VHH�ZKDW�WKH\ �
FDQ�DFFHVV��: HE�DSSOLFDWLRQV�VKRXOG�QRW�UHO\ �RQ�WKH�VHFUHF\ �RI�DQ\ �LG¶V�IRU�SURWHFWLRQ���

„ � ) RUFHG�%URZVLQJ�3DVW�$FFHVV�&RQWURO�&KHFNV�±�P DQ\ �VLWHV�UHTXLUH�XVHUV�WR�SDVV�FHUWDLQ�FKHFNV�EHIRUH�EHLQJ�
JUDQWHG�DFFHVV�WR�FHUWDLQ�85 / V�WKDW�DUH�W\ SLFDOO\ �µGHHSHU¶�GRZQ�LQ�WKH�VLWH��7KHVH�FKHFNV�P XVW�QRW�EH�E\ SDVVDEOH�
E\ �D�XVHU�WKDW�VLP SO\ �VNLSV�RYHU�WKH�SDJH�ZLWK�WKH�VHFXULW\ �FKHFN��

„ � 3DWK�7UDYHUVDO�±�7KLV�DWWDFN�LQYROYHV�SURYLGLQJ�UHODWLYH�SDWK�LQIRUP DWLRQ��H�J���³������WDUJHWBGLU�WDUJHWBILOH́��DV�SDUW�RI�D�
UHTXHVW�IRU�LQIRUP DWLRQ��6XFK�DWWDFNV�WU\ �WR�DFFHVV�ILOHV�WKDW�DUH�QRUP DOO\ �QRW�GLUHFWO\ �DFFHVVLEOH�E\ �DQ\ RQH��RU�ZRXOG�
RWKHUZLVH�EH�GHQLHG�LI�UHTXHVWHG�GLUHFWO\ ��6XFK�DWWDFNV�FDQ�EH�VXEP LWWHG�LQ�85 / V�DV�ZHOO�DV�DQ\ �RWKHU�LQSXW�WKDW�
XOWLP DWHO\ �DFFHVVHV�D�ILOH��L�H���V\ VWHP �FDOOV�DQG�VKHOO�FRP P DQGV���

„ � ) LOH�3HUP LVVLRQV�±�0 DQ\ �ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�UHO\ �RQ�DFFHVV�FRQWURO�OLVWV�SURYLGHG�E\ �WKH�ILOH�V\ VWHP �RI�WKH�
XQGHUO\ LQJ�SODWIRUP ��( YHQ�LI�DOPRVW�DOO�GDWD�LV�VWRUHG�RQ�EDFNHQG�VHUYHUV��WKHUH�DUH�DOZD\ V�ILOHV�VWRUHG�ORFDOO\ �RQ�WKH�
ZHE�DQG�DSSOLFDWLRQ�VHUYHU�WKDW�VKRXOG�QRW�EH�SXEOLFO\ �DFFHVVLEOH��SDUWLFXODUO\ �FRQILJXUDWLRQ�ILOHV��GHIDXOW�ILOHV��DQG�
VFULSWV�WKDW�DUH�LQVWDOOHG�RQ�P RVW�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV��2 QO\ �ILOHV�WKDW�DUH�VSHFLILFDOO\ �LQWHQGHG�WR�EH�
SUHVHQWHG�WR�ZHE�XVHUV�VKRXOG�EH�P DUNHG�DV�UHDGDEOH�XVLQJ�WKH�2 6¶V�SHUP LVVLRQV�P HFKDQLVP ��P RVW�GLUHFWRULHV�
VKRXOG�QRW�EH�UHDGDEOH��DQG�YHU\ �IHZ�ILOHV��LI�DQ\ ��VKRXOG�EH�P DUNHG�H[ HFXWDEOH��

„ � &OLHQW�6LGH�&DFKLQJ�±�0 DQ\ �XVHUV�DFFHVV�ZHE�DSSOLFDWLRQV�IURP �VKDUHG�FRP SXWHUV�ORFDWHG�LQ�OLEUDULHV��VFKRROV��
DLUSRUWV��DQG�RWKHU�SXEOLF�DFFHVV�SRLQWV��%URZVHUV�IUHTXHQWO\ �FDFKH�ZHE�SDJHV�WKDW�FDQ�EH�DFFHVVHG�E\ �DWWDFNHUV�
WR�JDLQ�DFFHVV�WR�RWKHUZLVH�LQDFFHVVLEOH�SDUWV�RI�VLWHV��' HYHORSHUV�VKRXOG�XVH�PXOWLSOH�P HFKDQLVP V��LQFOXGLQJ�
+773�KHDGHUV�DQG�P HWD�WDJV��WR�EH�VXUH�WKDW�SDJHV�FRQWDLQLQJ�VHQVLWLYH�LQIRUPDWLRQ�DUH�QRW�FDFKHG��

�

7KHUH�DUH�VRP H�DSSOLFDWLRQ�OD\ HU�VHFXULW\ �FRP SRQHQWV�WKDW�FDQ�DVVLVW�LQ�WKH�SURSHU�HQIRUFHP HQW�RI�VRP H�DVSHFWV�RI�\ RXU�
DFFHVV�FRQWURO�VFKHP H��$JDLQ��DV�IRU�SDUDP HWHU�YDOLGDWLRQ��WR�EH�HIIHFWLYH��WKH�FRP SRQHQW�P XVW�EH�FRQILJXUHG�ZLWK�D�VWULFW�
GHILQLWLRQ�RI�ZKDW�DFFHVV�UHTXHVWV�DUH�YDOLG�IRU�\ RXU�VLWH��: KHQ�XVLQJ�VXFK�D�FRP SRQHQW��\ RX�P XVW�EH�FDUHIXO�WR�XQGHUVWDQG�
H[ DFWO\ �ZKDW�DFFHVV�FRQWURO�DVVLVWDQFH�WKH�FRPSRQHQW�FDQ�SURYLGH�IRU�\ RX�JLYHQ�\ RXU�VLWH¶V�VHFXULW\ �SROLF\ ��DQG�ZKDW�SDUW�RI�
\ RXU�DFFHVV�FRQWURO�SROLF\ �WKDW�WKH�FRP SRQHQW�FDQQRW�GHDO�ZLWK��DQG�WKHUHIRUH�P XVW�EH�SURSHUO\ �GHDOW�ZLWK�LQ�\ RXU�RZQ�FXVWRP �
FRGH��
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$ � � %URNHQ�$ FFRXQW�DQG�6HVVLRQ�0 DQDJHP HQW�

$ � �� � ' HVFULSWLRQ�

$FFRXQW�DQG�VHVVLRQ�P DQDJHP HQW�LQFOXGHV�DOO�DVSHFWV�RI�KDQGOLQJ�XVHU�DFFRXQWV�DQG�DFWLYH�VHVVLRQV��$XWKHQWLFDWLRQ�LV�RQH�
SDUW�RI�WKLV�SURFHVV��EXW�HYHQ�VROLG�DXWKHQWLFDWLRQ�P HFKDQLVP V�FDQ�EH�XQGHUP LQHG�E\ �IODZHG�FUHGHQWLDO�P DQDJHP HQW�
IXQFWLRQV��LQFOXGLQJ�SDVVZRUG�FKDQJH��IRUJRW�P \ �SDVVZRUG��UHP HP EHU�P \ �SDVVZRUG��DFFRXQW�XSGDWH��DQG�RWKHU�UHODWHG�
IXQFWLRQV��,Q�DGGLWLRQ��P DQDJLQJ�DFWLYH�VHVVLRQV�UHTXLUHV�D�VWURQJ�VHVVLRQ�LGHQWLILHU�WKDW�FDQ¶W�EH�JXHVVHG��KLMDFNHG��RU�
FDSWXUHG��

8VHU�DXWKHQWLFDWLRQ�RQ�WKH�ZHE�W\ SLFDOO\ �LQYROYHV�WKH�XVH�RI�D�XVHULG�DQG�SDVVZRUG��6WURQJHU�P HWKRGV�RI�DXWKHQWLFDWLRQ�DUH�
FRP P HUFLDOO\ �DYDLODEOH�VXFK�DV�VRIWZDUH�DQG�KDUGZDUH�EDVHG�FU\ SWRJUDSKLF�WRNHQV��ELRP HWULFV��HWF��EXW�VXFK�PHFKDQLVP V�
DUH�XVXDOO\ �FRVW�SURKLELWLYH�IRU�PRVW�ZHE�DSSOLFDWLRQV��$�ZLGH�DUUD\ �RI�DFFRXQW�DQG�VHVVLRQ�P DQDJHP HQW�IODZV�FDQ�UHVXOW�LQ�
WKH�FRP SURP LVH�RI�XVHU�RU�V\ VWHP �DGP LQLVWUDWLRQ�DFFRXQWV��' HYHORSP HQW�WHDP V�IUHTXHQWO\ �XQGHUHVWLP DWH�WKH�FRP SOH[ LW\ �RI�
GHVLJQLQJ�DQ�DXWKHQWLFDWLRQ�DQG�VHVVLRQ�P DQDJHP HQW�VFKHP H�WKDW�DGHTXDWHO\ �SURWHFWV�FUHGHQWLDOV�LQ�DOO�DVSHFWV�RI�WKH�VLWH��

: HE�DSSOLFDWLRQV�P XVW�HVWDEOLVK�VHVVLRQV�WR�NHHS�WUDFN�RI�WKH�VWUHDP �RI�UHTXHVWV�IURP�HDFK�XVHU��+773�GRHV�QRW�SURYLGH�WKLV�
FDSDELOLW\ ��VR�ZHE�DSSOLFDWLRQV�P XVW�FUHDWH�LW�WKHP VHOYHV��) UHTXHQWO\ ��WKH�ZHE�DSSOLFDWLRQ�HQYLURQP HQW�SURYLGHV�D�VHVVLRQ�
FDSDELOLW\ ��EXW�P DQ\ �GHYHORSHUV�SUHIHU�WR�FUHDWH�WKHLU�RZQ�VHVVLRQ�WRNHQV��,Q�DQ\ �FDVH��LI�WKH�VHVVLRQ�WRNHQV�DUH�QRW�
SURWHFWHG��DQ�DWWDFNHU�FDQ�KLMDFN�DQ�DFWLYH�VHVVLRQ�DQG�DVVXP H�WKH�LGHQWLW\ �RI�D�XVHU��&UHDWLQJ�VWURQJ�VHVVLRQ�WRNHQV�DQG�
SURWHFWLQJ�WKHP �WKURXJKRXW�WKHLU�OLIHF\ FOH�KDV�SURYHQ�HOXVLYH�IRU�P DQ\ �GHYHORSHUV��

$QRWKHU�P DMRU�ULVN�LQ�WKLV�FDWHJRU\ �LV�UHODWHG�WR�EDFNHQG�DXWKHQWLFDWLRQ��%DFNHQG�DXWKHQWLFDWLRQ�LV�KRZ�D�ZHE�DSSOLFDWLRQ�
DXWKHQWLFDWHV�LWVHOI�WR�EDFNHQG�V\ VWHP V�VXFK�DV�GDWDEDVHV��GLUHFWRULHV��DQG�ZHE�VHUYLFHV��7KH�ZHE�DSSOLFDWLRQ�P XVW�KDYH�
DFFHVV�WR�WKH�SURSHU�FUHGHQWLDOV��ZKLFK�P HDQV�WKDW�LI�WKH�ZHE�VHUYHU�LV�FRP SURP LVHG��WKH�EDFNHQG�V\ VWHP V�DUH�DW�ULVN��2 IWHQ��
SODLQWH[ W�SDVVZRUGV�DUH�HP EHGGHG�LQ�WKH�VRXUFH�FRGH�RU�FRQILJXUDWLRQ�ILOHV��6HUYHU�IODZV�FDQ�EH�H[ SORLWHG�WR�YLHZ�WKHVH�ILOHV���

0 DQ\ �RI�WKHVH�IODZV�DUH�WULYLDO�WR�GLVFRYHU�DQG�H[ SORLW��7KH�FRQVHTXHQFHV�DUH�W\ SLFDOO\ �WKH�FRP SURP LVH�RI�D�VLQJOH�DFFRXQW��
+RZHYHU��LQ�VRP H�FDVHV��WKHVH�IODZV�FDQ�UHVXOW�LQ�WKH�FRP SURP LVH�RI�D�EDFNHQG�V\ VWHP ��DQ�DGP LQLVWUDWRU�DFFRXQW��RU�D�
WHFKQLTXH�IRU�JDLQLQJ�DFFHVV�WR�YLUWXDOO\ �DQ\ �XVHU¶V�DFFRXQW��7KHVH�DWWDFNV�FRXOG�EH�GHYDVWDWLQJ�IRU�D�ZHE�DSSOLFDWLRQ��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OO�NQRZQ�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�DUH�VXVFHSWLEOH�WR�EURNHQ�DFFRXQW�DQG�VHVVLRQ�
P DQDJHP HQW�LVVXHV��

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � 2 : $63�GLVFXVVLRQ�RQ�$XWKHQWLFDWLRQ�DQG�6HVVLRQ�0 DQDJHP HQW��KWWS���ZZZ�RZDVS�RUJ�DVDF�DXWK�VHVVLRQ��

„ � 2 : $63�* XLGH�WR�%XLOGLQJ�6HFXUH�: HE�$SSOLFDWLRQV�DQG�: HE�6HUYLFHV��&KDSWHU�� ��$XWKHQWLFDWLRQ�DQG�&KDSWHU�� ��
6HVVLRQ�0 DQDJHP HQW��KWWS���ZZZ�RZDVS�RUJ�JXLGH��

„ � : KLWH�SDSHU�RQ�WKH�6HVVLRQ�) L[ DWLRQ�9XOQHUDELOLW\ �LQ�: HE�EDVHG�$SSOLFDWLRQV��
KWWS���ZZZ�DFURV�VL�SDSHUV�VHVVLRQBIL[ DWLRQ�SGI�

„ � : KLWH�SDSHU�RQ�3DVVZRUG�5HFRYHU\ �IRU�: HE�EDVHG�$SSOLFDWLRQV����
KWWS���ILVKERZO�SDVWLFKH�RUJ�DUFKLYHV�GRFV�3DVVZRUG5HFRYHU\ �SGI�

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

%RWK�FRGH�UHYLHZ�DQG�SHQHWUDWLRQ�WHVWLQJ�FDQ�EH�XVHG�WR�GLDJQRVH�DFFRXQW�DQG�VHVVLRQ�P DQDJHP HQW�SUREOHP V��&DUHIXOO\ �
UHYLHZ�HDFK�DVSHFW�RI�\ RXU�DFFRXQW�P HFKDQLVP V�WR�HQVXUH�WKDW�XVHU¶V�FUHGHQWLDOV�DUH�SURWHFWHG�DW�DOO�WLP HV��ZKLOH�WKH\ �DUH�DW�
UHVW��H�J���RQ�GLVN���DQG�ZKLOH�WKH\ �DUH�LQ�WUDQVLW��H�J���GXULQJ�ORJLQ���5HYLHZ�HYHU\ �DYDLODEOH�P HFKDQLVP �IRU�FKDQJLQJ�D�XVHU¶V�
FUHGHQWLDOV�WR�HQVXUH�WKDW�RQO\ �DQ�DXWKRUL] HG�XVHU�FDQ�FKDQJH�WKHP ��5HYLHZ�\ RXU�VHVVLRQ�P DQDJHP HQW�P HFKDQLVP �WR�
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HQVXUH�WKDW�VHVVLRQ�LGHQWLILHUV�DUH�DOZD\ V�SURWHFWHG�DQG�DUH�XVHG�LQ�VXFK�D�ZD\ �DV�WR�P LQLP L] H�WKH�OLNHOLKRRG�RI�DFFLGHQWDO�RU�
KRVWLOH�H[ SRVXUH��

$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

&DUHIXO�DQG�SURSHU�XVH�RI�FXVWRP �RU�RII�WKH�VKHOI�DXWKHQWLFDWLRQ�DQG�VHVVLRQ�P DQDJHP HQW�P HFKDQLVP V�VKRXOG�VLJQLILFDQWO\ �
UHGXFH�WKH�OLNHOLKRRG�RI�D�SUREOHP �LQ�WKLV�DUHD��' HILQLQJ�DQG�GRFXP HQWLQJ�\ RXU�VLWH¶V�SROLF\ �ZLWK�UHVSHFW�WR�VHFXUHO\ �P DQDJLQJ�
XVHUV�LV�D�JRRG�ILUVW�VWHS��( QVXULQJ�WKDW�\ RXU�LP SOHP HQWDWLRQ�FRQVLVWHQWO\ �HQIRUFHV�WKLV�SROLF\ �LV�NH\ �WR�KDYLQJ�D�VHFXUH�DQG�
UREXVW�DFFRXQW�DQG�VHVVLRQ�P DQDJHP HQW�P HFKDQLVP ��6RP H�FULWLFDO�DUHDV�LQFOXGH��

„ � 3DVVZRUG�&KDQJH�&RQWUROV��$�VLQJOH�SDVVZRUG�FKDQJH�P HFKDQLVP �VKRXOG�EH�XVHG�ZKHUHYHU�XVHUV�DUH�DOORZHG�WR�
FKDQJH�D�SDVVZRUG��UHJDUGOHVV�RI�WKH�VLWXDWLRQ��8VHUV�VKRXOG�DOZD\ V�EH�UHTXLUHG�WR�SURYLGH�ERWK�WKHLU�ROG�DQG�QHZ�
SDVVZRUG�ZKHQ�FKDQJLQJ�WKHLU�SDVVZRUG��OLNH�DOO�DFFRXQW�LQIRUPDWLRQ���,I�IRUJRWWHQ�SDVVZRUGV�DUH�HP DLOHG�WR�XVHUV��
WKH�V\ VWHP �VKRXOG�UHTXLUH�WKH�XVHU�WR�UHDXWKHQWLFDWH�ZKHQHYHU�WKH�XVHU�LV�FKDQJLQJ�WKHLU�H�P DLO�DGGUHVV��RWKHUZLVH�
DQ�DWWDFNHU�ZKR�WHP SRUDULO\ �KDV�DFFHVV�WR�WKHLU�VHVVLRQ��L�H���E\ �ZDONLQJ�XS�WR�WKHLU�FRP SXWHU�ZKLOH�WKH\ �DUH�ORJJHG�
LQ��FDQ�VLP SO\ �FKDQJH�WKHLU�H�P DLO�DGGUHVV�DQG�UHTXHVW�D�µIRUJRWWHQ¶�SDVVZRUG�EH�P DLOHG�WR�WKHP ��

„ � 3DVVZRUG�6WUHQJWK���SDVVZRUGV�VKRXOG�KDYH�UHVWULFWLRQV�WKDW�UHTXLUH�D�P LQLP XP �VL] H�DQG�FRPSOH[ LW\ �IRU�WKH�
SDVVZRUG��8VHUV�VKRXOG�EH�UHTXLUHG�WR�FKDQJH�WKHP �SHULRGLFDOO\ ��8VHUV�VKRXOG�EH�UHVWULFWHG�WR�D�GHILQHG�QXP EHU�RI�
ORJLQ�DWWHP SWV�SHU�XQLW�RI�WLP H�DQG�UHSHDWHG�IDLOHG�ORJLQ�DWWHP SWV�VKRXOG�EH�ORJJHG��3DVVZRUG¶V�SURYLGHG�GXULQJ�
IDLOHG�ORJLQ�DWWHP SWV�VKRXOG�QRW�EH�UHFRUGHG��DV�WKLV�P D\ �H[ SRVH�D�XVHU¶V�SDVVZRUG�WR�ZKRHYHU�FDQ�JDLQ�DFFHVV�WR�
WKLV�ORJ��7KH�V\ VWHP �VKRXOG�QRW�LQGLFDWH�ZKHWKHU�LW�ZDV�WKH�XVHUQDP H�RU�SDVVZRUG�WKDW�ZDV�ZURQJ�LI�D�ORJLQ�DWWHP SW�
IDLOV��

„ � 3DVVZRUG�6WRUDJH���$OO�SDVVZRUGV�P XVW�EH�VWRUHG�LQ�HLWKHU�KDVKHG�RU�HQFU\ SWHG�IRUP �WR�SURWHFW�WKHP �IURP �
H[ SRVXUH��UHJDUGOHVV�RI�ZKHUH�WKH\ �DUH�VWRUHG��+DVKHG�IRUP �LV�SUHIHUUHG�VLQFH�LW�LV�QRW�UHYHUVLEOH��( QFU\ SWLRQ�VKRXOG�
EH�XVHG�ZKHQ�WKH�SODLQWH[ W�SDVVZRUG�LV�QHHGHG��VXFK�DV�ZKHQ�XVLQJ�WKH�SDVVZRUG�WR�ORJLQ�WR�DQRWKHU�V\ VWHP ��
3DVVZRUGV�VKRXOG�QHYHU�EH�KDUGFRGHG�LQ�DQ\ �VRXUFH�FRGH��' HFU\ SWLRQ�NH\ V�P XVW�EH�VWURQJO\ �SURWHFWHG�WR�HQVXUH�
WKDW�WKH\ �FDQQRW�EH�JUDEEHG�DQG�XVHG�WR�GHFU\ SW�WKH�SDVVZRUG�ILOH���

„ � 3URWHFWLQJ�&UHGHQWLDOV�LQ�7UDQVLW���7KH�RQO\ �HIIHFWLYH�WHFKQLTXH�LV�WR�HQFU\ SW�WKH�HQWLUH�ORJLQ�WUDQVDFWLRQ�XVLQJ�
VRP HWKLQJ�OLNH�66/ ��6LP SOH�WUDQVIRUP DWLRQV�RI�WKH�SDVVZRUG�VXFK�DV�KDVKLQJ�LW�RQ�WKH�FOLHQW�SULRU�WR�WUDQVP LVVLRQ�
SURYLGH�OLWWOH�SURWHFWLRQ�DV�WKH�KDVKHG�YHUVLRQ�FDQ�VLP SO\ �EH�LQWHUFHSWHG�DQG�UHWUDQVP LWWHG�HYHQ�WKRXJK�WKH�DFWXDO�
SODLQWH[ W�SDVVZRUG�LV�QRW�NQRZQ��

„ � 6HVVLRQ�,' �3URWHFWLRQ�±�,GHDOO\ ��D�XVHU¶V�HQWLUH�VHVVLRQ�VKRXOG�EH�SURWHFWHG�YLD�66/ ��,I�WKLV�LV�GRQH��WKHQ�WKH�VHVVLRQ�
,' �FDQQRW�EH�JUDEEHG�RII�WKH�QHWZRUN��ZKLFK�LV�WKH�ELJJHVW�ULVN�RI�H[ SRVXUH�IRU�D�VHVVLRQ�,' ��,I�66/ �LV�QRW�YLDEOH��IRU�
SHUIRUP DQFH�RU�RWKHU�UHDVRQV��WKHQ�VHVVLRQ�,' V�WKHP VHOYHV�P XVW�EH�SURWHFWHG�LQ�RWKHU�ZD\ V��) LUVW��WKH\ �VKRXOG�
QHYHU�EH�LQFOXGHG�LQ�WKH�85 / �DV�WKH\ �FDQ�EH�FDFKHG�E\ �WKH�EURZVHU��VHQW�LQ�WKH�UHIHUUHU�KHDGHU��RU�DFFLGHQWDOO\ �
IRUZDUGHG�WR�D�µIULHQG¶��6HVVLRQ�,' V�VKRXOG�EH�ORQJ��FRP SOLFDWHG��UDQGRP �QXP EHUV�WKDW�FDQQRW�EH�HDVLO\ �JXHVVHG��
6HVVLRQ�,' V�FDQ�DOVR�EH�FKDQJHG�IUHTXHQWO\ �GXULQJ�D�VHVVLRQ�WR�UHGXFH�KRZ�ORQJ�D�VHVVLRQ�,' �LV�YDOLG��6HVVLRQ�,' V�
P XVW�EH�FKDQJHG�ZKHQ�VZLWFKLQJ�WR�66/ ��DXWKHQWLFDWLQJ��RU�RWKHU�P DMRU�WUDQVLWLRQV��6HVVLRQ�,' V�FKRVHQ�E\ �D�XVHU�
VKRXOG�QHYHU�EH�DFFHSWHG��

„ � $FFRXQW�/ LVWV���6\ VWHP V�VKRXOG�EH�GHVLJQHG�WR�DYRLG�DOORZLQJ�XVHUV�WR�JDLQ�DFFHVV�WR�D�OLVW�RI�WKH�DFFRXQW�QDP HV�
RQ�WKH�VLWH��,I�OLVWV�RI�XVHUV�P XVW�EH�SUHVHQWHG��LW�LV�UHFRP P HQGHG�WKDW�VRP H�IRUP �RI�SVHXGRQ\ P ��VFUHHQ�QDPH��WKDW�
P DSV�WR�WKH�DFWXDO�DFFRXQW�EH�OLVWHG�LQVWHDG��7KDW�ZD\ ��WKH�SVHXGRQ\ P �FDQ¶W�EH�XVHG�GXULQJ�D�ORJLQ�DWWHP SW�RU�
VRP H�RWKHU�KDFN�WKDW�JRHV�DIWHU�D�XVHU¶V�DFFRXQW��

„ � %URZVHU�&DFKLQJ�±�$XWKHQWLFDWLRQ�DQG�VHVVLRQ�GDWD�VKRXOG�QHYHU�EH�VXEP LWWHG�DV�SDUW�RI�D�* ( 7��32 67�VKRXOG�
DOZD\ V�EH�XVHG�LQVWHDG��$XWKHQWLFDWLRQ�SDJHV�VKRXOG�EH�P DUNHG�ZLWK�DOO�YDULHWLHV�RI�WKH�QR�FDFKH�WDJ�WR�SUHYHQW�
VRP HRQH�IURP �XVLQJ�WKH�EDFN�EXWWRQ�LQ�D�XVHU¶V�EURZVHU�WR�EDFNXS�WR�WKH�ORJLQ�SDJH�DQG�UHVXEP LW�WKH�SUHYLRXVO\ �
W\ SHG�LQ�FUHGHQWLDOV��

„ � 7UXVW�5HODWLRQVKLSV�±�<RXU�VLWH�DUFKLWHFWXUH�VKRXOG�DYRLG�LP SOLFLW�WUXVW�EHWZHHQ�FRP SRQHQWV�ZKHQHYHU�SRVVLEOH��
( DFK�FRP SRQHQW�VKRXOG�DXWKHQWLFDWH�LWVHOI�WR�DQ\ �RWKHU�FRP SRQHQW�LW�LV�LQWHUDFWLQJ�ZLWK�XQOHVV�WKHUH�LV�D�VWURQJ�
UHDVRQ�QRW�WR��VXFK�DV�SHUIRUP DQFH�RU�ODFN�RI�D�XVDEOH�P HFKDQLVP ���,I�WUXVW�UHODWLRQVKLSV�DUH�UHTXLUHG��VWURQJ�
SURFHGXUDO�DQG�DUFKLWHFWXUH�P HFKDQLVP V�VKRXOG�EH�LQ�SODFH�WR�HQVXUH�WKDW�VXFK�WUXVW�FDQQRW�EH�DEXVHG�DV�WKH�VLWH�
DUFKLWHFWXUH�HYROYHV�RYHU�WLP H��

„ � %DFNHQG�$XWKHQWLFDWLRQ�±�%DFNHQG�DXWKHQWLFDWLRQ�FUHGHQWLDOV�VKRXOG�EH�HQFU\ SWHG�DQG�WKH�P DVWHU�NH\ �VKRXOG�EH�
VWRUHG�LQ�D�ZD\ �WKDW�P DNHV�LW�YHU\ �GLIILFXOW�IRU�D�KDFNHU�WR�REWDLQ��7KH�XVH�RI�66/ �LV�UHFRP P HQGHG�IRU�EDFNHQG�
FRQQHFWLRQV�WR�P LQLP L] H�WKH�ULVN�IURP�VQLIILQJ��
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$ � � &URVV�6LWH�6FULSWLQJ�� ; 66 � �) ODZ V�

$ � �� � ' HVFULSWLRQ�

&URVV�VLWH�VFULSWLQJ��VRP HWLP HV�UHIHUUHG�WR�DV�; 66��YXOQHUDELOLWLHV�RFFXU�ZKHQ�DQ�DWWDFNHU�XVHV�D�ZHE�DSSOLFDWLRQ�WR�VHQG�
P DOLFLRXV�FRGH��JHQHUDOO\ �- DYD6FULSW��WR�D�GLIIHUHQW�HQG�XVHU���: KHQ�D�ZHE�DSSOLFDWLRQ�XVHV�LQSXW�IURP �D�XVHU�LQ�WKH�RXWSXW�LW�
JHQHUDWHV�ZLWKRXW�ILOWHULQJ�LW��DQ�DWWDFNHU�FDQ�LQVHUW�DQ�DWWDFN�LQ�WKDW�LQSXW�DQG�WKH�ZHE�DSSOLFDWLRQ�VHQGV�WKH�DWWDFN�WR�RWKHU�
XVHUV��7KH�HQG�XVHU�WUXVWV�WKH�ZHE�DSSOLFDWLRQ��DQG�WKH�DWWDFNV�H[ SORLW�WKDW�WUXVW�WR�GR�WKLQJV�WKDW�ZRXOG�QRW�QRUP DOO\ �EH�
DOORZHG��$WWDFNHUV�IUHTXHQWO\ �XVH�D�YDULHW\ �RI�P HWKRGV�WR�HQFRGH�WKH�P DOLFLRXV�SRUWLRQ�RI�WKH�WDJ��VXFK�DV�XVLQJ�8QLFRGH��VR�
WKH�UHTXHVW�LV�OHVV�VXVSLFLRXV�ORRNLQJ�WR�WKH�XVHU��

; 66�DWWDFNV�FDQ�JHQHUDOO\ �EH�FDWHJRUL] HG�LQWR�WZR�FDWHJRULHV��VWRUHG�DQG�UHIOHFWHG��6WRUHG�DWWDFNV�DUH�WKRVH�ZKHUH�WKH�
LQMHFWHG�FRGH�LV�SHUP DQHQWO\ �VWRUHG�RQ�WKH�WDUJHW�VHUYHUV��LQ�D�GDWDEDVH��LQ�D�PHVVDJH�IRUXP ��YLVLWRU�ORJ��HWF��5HIOHFWHG�
DWWDFNV�DUH�WKRVH�ZKHUH�WKH�LQMHFWHG�FRGH�WDNHV�DQRWKHU�URXWH�WR�WKH�YLFWLP��VXFK�DV�LQ�DQ�H�P DLO�P HVVDJH��RU�RQ�VRP H�RWKHU�
VHUYHU��: KHQ�D�XVHU�LV�WULFNHG�LQWR�FOLFNLQJ�RQ�D�OLQN�RU�VXEP LWWLQJ�D�IRUP��WKH�LQMHFWHG�FRGH�WUDYHOV�WR�WKH�YXOQHUDEOH�ZHE�
VHUYHU��ZKLFK�UHIOHFWV�WKH�DWWDFN�EDFN�WR�WKH�XVHU¶V�EURZVHU��7KH�EURZVHU�WKHQ�H[ HFXWHV�WKH�FRGH�EHFDXVH�LW�FDPH�IURP �D�
µWUXVWHG¶�VHUYHU��

7KH�FRQVHTXHQFH�RI�DQ�; 66�DWWDFN�LV�WKH�VDP H�UHJDUGOHVV�RI�ZKHWKHU�LW�LV�VWRUHG�RU�UHIOHFWHG��7KH�GLIIHUHQFH�LV�LQ�KRZ�WKH�
SD\ ORDG�DUULYHV�DW�WKH�VHUYHU��' R�QRW�EH�IRROHG�LQWR�WKLQNLQJ�WKDW�D�³UHDG�RQO\ ´�RU�³EURFKXUHZDUH́ �VLWH�LV�QRW�YXOQHUDEOH�WR�
VHULRXV�UHIOHFWHG�; 66�DWWDFNV��; 66�FDQ�FDXVH�D�YDULHW\ �RI�SUREOHP V�IRU�WKH�HQG�XVHU�WKDW�UDQJH�LQ�VHYHULW\ �IURP �DQ�
DQQR\ DQFH�WR�FRP SOHWH�DFFRXQW�FRP SURP LVH��7KH�P RVW�VHYHUH�; 66�DWWDFNV�LQYROYH�GLVFORVXUH�RI�WKH�XVHU¶V�VHVVLRQ�FRRNLH��
DOORZLQJ�DQ�DWWDFNHU�WR�KLMDFN�WKH�XVHU¶V�VHVVLRQ�DQG�WDNH�RYHU�WKH�DFFRXQW��2 WKHU�GDP DJLQJ�DWWDFNV�LQFOXGH�WKH�GLVFORVXUH�RI�
HQG�XVHU�ILOHV��LQVWDOODWLRQ�RI�7URMDQ�KRUVH�SURJUDP V��UHGLUHFWLQJ�WKH�XVHU�WR�VRP H�RWKHU�SDJH��DQG�P RGLI\ LQJ�SUHVHQWDWLRQ�RI�
FRQWHQW��$Q�; 66�YXOQHUDELOLW\ �DOORZLQJ�DQ�DWWDFNHU�WR�P RGLI\ �D�SUHVV�UHOHDVH�RU�QHZV�LWHP �FRXOG�FKDQJH�D�FRP SDQ\ ¶V�VWRFN�
SULFH�RU�OHVVHQ�FRQVXP HU�FRQILGHQFH��$Q�; 66�YXOQHUDELOLW\ �RQ�D�SKDUP DFHXWLFDO�VLWH�FRXOG�DOORZ�DQ�DWWDFNHU�WR�PRGLI\ �GRVDJH�
LQIRUP DWLRQ�UHVXOWLQJ�LQ�DQ�RYHUGRVH��

; 66�LVVXHV�FDQ�DOVR�EH�SUHVHQW�LQ�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�DV�ZHOO��0 RVW�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�JHQHUDWH�VLP SOH�
ZHE�SDJHV�WR�GLVSOD\ �LQ�WKH�FDVH�RI�YDULRXV�HUURUV��VXFK�DV�D�� � � �µSDJH�QRW�IRXQG¶�RU�D�� � � �µLQWHUQDO�VHUYHU�HUURU�¶�,I�WKHVH�
SDJHV�UHIOHFW�EDFN�DQ\ �LQIRUP DWLRQ�IURP �WKH�XVHU¶V�UHTXHVW��VXFK�DV�WKH�85 / �WKH\ �ZHUH�WU\ LQJ�WR�DFFHVV��WKH\ �P D\ �EH�
YXOQHUDEOH�WR�D�UHIOHFWHG�; 66�DWWDFN��

7KH�OLNHOLKRRG�WKDW�D�VLWH�FRQWDLQV�; 66�YXOQHUDELOLWLHV�LV�H[ WUHP HO\ �KLJK��7KHUH�DUH�D�ZLGH�YDULHW\ �RI�ZD\ V�WR�WULFN�ZHE�
DSSOLFDWLRQV�LQWR�UHOD\ LQJ�P DOLFLRXV�VFULSWV��' HYHORSHUV�WKDW�DWWHP SW�WR�ILOWHU�RXW�WKH�P DOLFLRXV�SDUWV�RI�WKHVH�UHTXHVWV�DUH�YHU\ �
OLNHO\ �WR�RYHUORRN�SRVVLEOH�DWWDFNV�RU�HQFRGLQJV��) LQGLQJ�WKHVH�IODZV�LV�QRW�WUHPHQGRXVO\ �GLIILFXOW�IRU�DWWDFNHUV��DV�DOO�WKH\ �QHHG�
LV�D�EURZVHU�DQG�VRP H�WLP H��7KHUH�DUH�QXP HURXV�IUHH�WRROV�DYDLODEOH�WKDW�KHOS�KDFNHUV�ILQG�WKHVH�IODZV�DV�ZHOO�DV�FDUHIXOO\ �
FUDIW�DQG�LQMHFW�; 66�DWWDFNV�LQWR�D�WDUJHW�VLWH��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�DUH�VXVFHSWLEOH�WR�FURVV�VLWH�VFULSWLQJ���

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � 2 : $63�' LVFXVVLRQ�RQ�&URVV�6LWH�6FULSWLQJ��KWWS���ZZZ�RZDVS�RUJ�DVDF�LQSXWBYDOLGDWLRQ�FVV�VKWP O�

„ � 7KH�&URVV�6LWH�6FULSWLQJ�) $4 ��KWWS���ZZZ�FJLVHFXULW\ �FRP �DUWLFOHV�[ VV�IDT�VKWPO�

„ � &( 57�$GYLVRU\ �RQ�0 DOLFLRXV�+70 / �7DJV��KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�� � � � �� � �KWP O�

„ � &( 57�³8QGHUVWDQGLQJ�0 DOLFLRXV�&RQWHQW�0 LWLJDWLRQ́�KWWS���ZZZ�FHUW�RUJ�WHFKBWLSV�P DOLFLRXVBFRGHBP LWLJDWLRQ�KWP O��

„ � &URVV�6LWH�6FULSWLQJ�6HFXULW\ �( [ SRVXUH�( [ HFXWLYH�6XP P DU\ ��
KWWS���ZZZ�P LFURVRIW�FRP�WHFKQHW�WUHHYLHZ�GHIDXOW�DVS" XUO �WHFKQHW�VHFXULW\ �WRSLFV�( [ 6XP &6�DVS�

„ � 8QGHUVWDQGLQJ�WKH�FDXVH�DQG�HIIHFW�RI�&66�9XOQHUDELOLWLHV��KWWS���ZZZ�WHFKQLFDOLQIR�QHW�SDSHUV�&66�KWP O�
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„ � ; 66�DWWDFNV�XVXDOO\ �FRP H�LQ�WKH�IRUP �RI�HP EHGGHG�- DYD6FULSW��+RZHYHU��DQ\ �HP EHGGHG�DFWLYH�FRQWHQW�LV�D�
SRWHQWLDO�VRXUFH�RI�GDQJHU��LQFOXGLQJ��$FWLYH; ��2 / ( ���9%VFULSW��6KRFNZDYH��) ODVK�DQG�P RUH��

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

; 66�IODZV�FDQ�EH�GLIILFXOW�WR�LGHQWLI\ �DQG�UHP RYH�IURP �D�ZHE�DSSOLFDWLRQ��7KH�EHVW�ZD\ �WR�ILQG�IODZV�LV�WR�SHUIRUP �D�VHFXULW\ �
UHYLHZ�RI�WKH�FRGH�DQG�VHDUFK�IRU�DOO�SODFHV�ZKHUH�LQSXW�IURP �DQ�+773�UHTXHVW�FRXOG�SRVVLEO\ �P DNH�LWV�ZD\ �LQWR�WKH�+70 / �
RXWSXW��1RWH�WKDW�D�YDULHW\ �RI�GLIIHUHQW�+70 / �WDJV�FDQ�EH�XVHG�WR�WUDQVP LW�D�P DOLFLRXV�- DYD6FULSW��1HVVXV��1LNWR��DQG�VRP H�
RWKHU�DYDLODEOH�WRROV�FDQ�KHOS�VFDQ�D�ZHEVLWH�IRU�WKHVH�IODZV��EXW�FDQ�RQO\ �VFUDWFK�WKH�VXUIDFH��,I�RQH�SDUW�RI�D�ZHEVLWH�LV�
YXOQHUDEOH��WKHUH�LV�D�KLJK�OLNHOLKRRG�WKDW�WKHUH�DUH�RWKHU�SUREOHP V�DV�ZHOO��

$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

7KH�EHVW�ZD\ �WR�SURWHFW�D�ZHE�DSSOLFDWLRQ�IURP �; 66�DWWDFNV�LV�WR�KDYH�D�GHWDLOHG�FRGH�UHYLHZ�WKDW�VHDUFKHV�WKH�FRGH�IRU�
YDOLGDWLRQ�RI�DOO�KHDGHUV��FRRNLHV��TXHU\ �VWULQJV��IRUP�ILHOGV��DQG�KLGGHQ�ILHOGV��L�H���DOO�SDUDP HWHUV��DJDLQVW�D�ULJRURXV�
VSHFLILFDWLRQ�RI�ZKDW�VKRXOG�EH�DOORZHG��7KH�YDOLGDWLRQ�VKRXOG�QRW�DWWHP SW�WR�LGHQWLI\ �DFWLYH�FRQWHQW�DQG�UHP RYH��ILOWHU��RU�
VDQLWL] H�LW��7KHUH�DUH�WRR�P DQ\ �W\ SHV�RI�DFWLYH�FRQWHQW�DQG�WRR�P DQ\ �ZD\ V�RI�HQFRGLQJ�LW�WR�JHW�DURXQG�ILOWHUV�IRU�VXFK�FRQWHQW��
: H�VWURQJO\ �UHFRP P HQG�D�µSRVLWLYH¶�VHFXULW\ �SROLF\ �WKDW�VSHFLILHV�ZKDW�LV�DOORZHG��µ1HJDWLYH¶�RU�DWWDFN�VLJQDWXUH�EDVHG�
SROLFLHV�DUH�GLIILFXOW�WR�P DLQWDLQ�DQG�DUH�OLNHO\ �WR�EH�LQFRP SOHWH��

) LOWHULQJ�VFULSW�RXWSXW�FDQ�DOVR�GHIHDW�; 66�YXOQHUDELOLWLHV�E\ �SUHYHQWLQJ�WKHP �IURP �EHLQJ�WUDQVP LWWHG�WR�XVHUV��$SSOLFDWLRQV�
FDQ�JDLQ�VLJQLILFDQW�SURWHFWLRQ�E\ �FRQYHUWLQJ�WKH�IROORZLQJ�FKDUDFWHUV�LQ�WKH�JHQHUDWHG�RXWSXW��VHH�WKH�; 66�) $4 �OLQN�DERYH�IRU�
P RUH�LQIRUP DWLRQ���

) URP �� 7R��
� � 	 OW��
! � 	 JW��
�� 	 � � � ��
�� 	 � � � ��
� � 	 � � � ��
	 � 	 � � � ��

�

7KH�2 : $63�) LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRP SRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�P DQ\ �IRUP V�RI�SDUDP HWHU�
WDP SHULQJ��LQFOXGLQJ�WKH�LQMHFWLRQ�RI�; 66�DWWDFNV��2 : $63�KDV�UHOHDVHG�&RGH6HHNHU��DQ�DSSOLFDWLRQ�OHYHO�ILUHZDOO��,Q�DGGLWLRQ��
WKH�2 : $63�: HE* RDW�WUDLQLQJ�SURJUDP �KDV�D�OHVVRQ�RQ�HQFRGLQJ��
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$ � � %XIIHU�2 YHUIORZ V�

$ � �� � ' HVFULSWLRQ�

$WWDFNHUV�XVH�EXIIHU�RYHUIORZV�WR�FRUUXSW�WKH�H[ HFXWLRQ�VWDFN�RI�D�ZHE�DSSOLFDWLRQ��%\ �VHQGLQJ�FDUHIXOO\ �FUDIWHG�LQSXW�WR�D�ZHE�
DSSOLFDWLRQ��DQ�DWWDFNHU�FDQ�FDXVH�WKH�ZHE�DSSOLFDWLRQ�WR�H[ HFXWH�DUELWUDU\ �FRGH�±�HIIHFWLYHO\ �WDNLQJ�RYHU�WKH�P DFKLQH��%XIIHU�
RYHUIORZV�DUH�QRW�HDV\ �WR�GLVFRYHU�DQG�HYHQ�ZKHQ�RQH�LV�GLVFRYHUHG��LW�LV�JHQHUDOO\ �H[ WUHP HO\ �GLIILFXOW�WR�H[ SORLW��1HYHUWKHOHVV��
DWWDFNHUV�KDYH�P DQDJHG�WR�LGHQWLI\ �EXIIHU�RYHUIORZV�LQ�D�VWDJJHULQJ�DUUD\ �RI�SURGXFWV�DQG�FRP SRQHQWV��$QRWKHU�YHU\ �VLP LODU�
FODVV�RI�IODZV�LV�NQRZQ�DV�IRUP DW�VWULQJ�DWWDFNV��

%XIIHU�RYHUIORZ�IODZV�FDQ�EH�SUHVHQW�LQ�ERWK�WKH�ZHE�VHUYHU�RU�DSSOLFDWLRQ�VHUYHU�SURGXFWV�WKDW�VHUYH�WKH�VWDWLF�DQG�G\ QDP LF�
DVSHFWV�RI�WKH�VLWH��RU�WKH�ZHE�DSSOLFDWLRQ�LWVHOI��%XIIHU�RYHUIORZV�IRXQG�LQ�ZLGHO\ �XVHG�VHUYHU�SURGXFWV�DUH�OLNHO\ �WR�EHFRP H�
ZLGHO\ �NQRZQ�DQG�FDQ�SRVH�D�VLJQLILFDQW�ULVN�WR�XVHUV�RI�WKHVH�SURGXFWV��: KHQ�ZHE�DSSOLFDWLRQV�XVH�OLEUDULHV��VXFK�DV�D�
JUDSKLFV�OLEUDU\ �WR�JHQHUDWH�LP DJHV��WKH\ �RSHQ�WKHP VHOYHV�WR�SRWHQWLDO�EXIIHU�RYHUIORZ�DWWDFNV��

%XIIHU�RYHUIORZV�FDQ�DOVR�EH�IRXQG�LQ�FXVWRP �ZHE�DSSOLFDWLRQ�FRGH��DQG�P D\ �HYHQ�EH�P RUH�OLNHO\ �JLYHQ�WKH�ODFN�RI�VFUXWLQ\ �
WKDW�ZHE�DSSOLFDWLRQV�W\ SLFDOO\ �JR�WKURXJK��%XIIHU�RYHUIORZ�IODZV�LQ�FXVWRP �ZHE�DSSOLFDWLRQV�DUH�OHVV�OLNHO\ �WR�EH�GHWHFWHG�
EHFDXVH�WKHUH�ZLOO�QRUP DOO\ �EH�IDU�IHZHU�KDFNHUV�WU\ LQJ�WR�ILQG�DQG�H[ SORLW�VXFK�IODZV�LQ�D�VSHFLILF�DSSOLFDWLRQ��,I�GLVFRYHUHG�LQ�
D�FXVWRP �DSSOLFDWLRQ��WKH�DELOLW\ �WR�H[ SORLW�WKH�IODZ��RWKHU�WKDQ�WR�FUDVK�WKH�DSSOLFDWLRQ��LV�VLJQLILFDQWO\ �UHGXFHG�E\ �WKH�IDFW�WKDW�
WKH�VRXUFH�FRGH�DQG�GHWDLOHG�HUURU�P HVVDJHV�IRU�WKH�DSSOLFDWLRQ�DUH�QRUP DOO\ �QRW�DYDLODEOH�WR�WKH�KDFNHU���

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OP RVW�DOO�NQRZQ�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�DUH�VXVFHSWLEOH�WR�EXIIHU�RYHUIORZV��WKH�
QRWDEOH�H[ FHSWLRQ�EHLQJ�- DYD�DQG�- � ( ( �HQYLURQP HQWV��ZKLFK�DUH�LP P XQH�WR�WKHVH�DWWDFNV��H[ FHSW�IRU�RYHUIORZV�LQ�WKH�-90 �
LWVHOI���

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � $OHSK�2 QH��³6PDVKLQJ�WKH�6WDFN�IRU�) XQ�DQG�3URILẂ��KWWS���ZZZ�SKUDFN�FRP �VKRZ�SKS" S � � 	 D � � �

„ � 0 DUN�' RQDOGVRQ��³,QVLGH�WKH�%XIIHU�2 YHUIORZ�$WWDFN��0 HFKDQLVP ��0 HWKRG��	 �3UHYHQWLRQ́��
KWWS���UU�VDQV�RUJ�FRGH�LQVLGHBEXIIHU�SKS�

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

) RU�VHUYHU�SURGXFWV�DQG�OLEUDULHV��NHHS�XS�ZLWK�WKH�ODWHVW�EXJ�UHSRUWV�IRU�WKH�SURGXFWV�\ RX�DUH�XVLQJ��) RU�FXVWRP �DSSOLFDWLRQ�
VRIWZDUH��DOO�FRGH�WKDW�DFFHSWV�LQSXW�IURP�XVHUV�YLD�WKH�+773�UHTXHVW�P XVW�EH�UHYLHZHG�WR�HQVXUH�WKDW�LW�FDQ�SURSHUO\ �KDQGOH�
DUELWUDULO\ �ODUJH�LQSXW��

$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

. HHS�XS�ZLWK�WKH�ODWHVW�EXJ�UHSRUWV�IRU�\ RXU�ZHE�DQG�DSSOLFDWLRQ�VHUYHU�SURGXFWV�DQG�RWKHU�SURGXFWV�LQ�\ RXU�,QWHUQHW�
LQIUDVWUXFWXUH��$SSO\ �WKH�ODWHVW�SDWFKHV�WR�WKHVH�SURGXFWV��3HULRGLFDOO\ �VFDQ�\ RXU�ZHE�VLWH�ZLWK�RQH�RU�P RUH�RI�WKH�FRP P RQO\ �
DYDLODEOH�VFDQQHUV�WKDW�ORRN�IRU�EXIIHU�RYHUIORZ�IODZV�LQ�\ RXU�VHUYHU�SURGXFWV�DQG�\ RXU�FXVWRP �ZHE�DSSOLFDWLRQV��

) RU�\ RXU�FXVWRP �DSSOLFDWLRQ�FRGH��\ RX�QHHG�WR�UHYLHZ�DOO�FRGH�WKDW�DFFHSWV�LQSXW�IURP�XVHUV�YLD�WKH�+773�UHTXHVW�DQG�
HQVXUH�WKDW�LW�SURYLGHV�DSSURSULDWH�VL] H�FKHFNLQJ�RQ�DOO�VXFK�LQSXWV��7KLV�VKRXOG�EH�GRQH�HYHQ�IRU�HQYLURQP HQWV�WKDW�DUH�QRW�
VXVFHSWLEOH�WR�VXFK�DWWDFNV�DV�RYHUO\ �ODUJH�LQSXWV�WKDW�DUH�XQFDXJKW�P D\ �VWLOO�FDXVH�GHQLDO�RI�VHUYLFH�RU�RWKHU�RSHUDWLRQDO�
SUREOHP V��
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$ � � &RP P DQG�,QMHFWLRQ�) ODZ V�

$ � �� � ' HVFULSWLRQ�

&RP P DQG�LQMHFWLRQ�IODZV�DOORZ�DWWDFNHUV�WR�UHOD\ �P DOLFLRXV�FRGH�WKURXJK�D�ZHE�DSSOLFDWLRQ�WR�DQRWKHU�V\ VWHP ��7KHVH�DWWDFNV�
LQFOXGH�FDOOV�WR�WKH�RSHUDWLQJ�V\ VWHP �YLD�V\ VWHP �FDOOV��WKH�XVH�RI�H[ WHUQDO�SURJUDP V�YLD�VKHOO�FRP P DQGV��DV�ZHOO�DV�FDOOV�WR�
EDFNHQG�GDWDEDVHV�YLD�64 / ��L�H���64 / �LQMHFWLRQ���: KROH�VFULSWV�ZULWWHQ�LQ�SHUO��S\ WKRQ��DQG�RWKHU�ODQJXDJHV�FDQ�EH�LQMHFWHG�
LQWR�SRRUO\ �GHVLJQHG�ZHE�DSSOLFDWLRQV�DQG�H[ HFXWHG��$Q\ �WLP H�D�ZHE�DSSOLFDWLRQ�XVHV�DQ�LQWHUSUHWHU�RI�DQ\ �W\ SH�WKHUH�LV�D�
GDQJHU�RI�DQ�LQMHFWLRQ�DWWDFN��

0 DQ\ �ZHE�DSSOLFDWLRQV�XVH�RSHUDWLQJ�V\ VWHP �IHDWXUHV�DQG�H[ WHUQDO�SURJUDP V�WR�SHUIRUP �WKHLU�IXQFWLRQV��6HQGP DLO�LV�SUREDEO\ �
WKH�P RVW�IUHTXHQWO\ �LQYRNHG�H[ WHUQDO�SURJUDP ��EXW�P DQ\ �RWKHU�SURJUDP V�DUH�XVHG�DV�ZHOO��: KHQ�D�ZHE�DSSOLFDWLRQ�SDVVHV�
LQIRUP DWLRQ�IURP�DQ�+773�UHTXHVW�WKURXJK�DV�SDUW�RI�DQ�H[ WHUQDO�UHTXHVW��LW�P XVW�EH�FDUHIXOO\ �VFUXEEHG��2 WKHUZLVH��WKH�
DWWDFNHU�FDQ�LQMHFW�VSHFLDO��P HWD��FKDUDFWHUV��P DOLFLRXV�FRP P DQGV��RU�FRP P DQG�P RGLILHUV�LQWR�WKH�LQIRUP DWLRQ�DQG�WKH�ZHE�
DSSOLFDWLRQ�ZLOO�EOLQGO\ �SDVV�WKHVH�RQ�WR�WKH�H[ WHUQDO�V\ VWHP �IRU�H[ HFXWLRQ��

64 / �LQMHFWLRQ�LV�D�SDUWLFXODUO\ �ZLGHVSUHDG�DQG�GDQJHURXV�IRUP �RI�FRP P DQG�LQMHFWLRQ��7R�H[ SORLW�D�64 / �LQMHFWLRQ�IODZ��WKH�
DWWDFNHU�P XVW�ILQG�D�SDUDP HWHU�WKDW�WKH�ZHE�DSSOLFDWLRQ�SDVVHV�WKURXJK�WR�D�GDWDEDVH��%\ �FDUHIXOO\ �P DQLSXODWLQJ�WKH�FRQWHQW�
RI�WKH�SDUDP HWHU��WKH�DWWDFNHU�FDQ�WULFN�WKH�ZHE�DSSOLFDWLRQ�LQWR�IRUZDUGLQJ�D�P DOLFLRXV�TXHU\ �WR�WKH�GDWDEDVH��7KHVH�DWWDFNV�
DUH�QRW�GLIILFXOW�WR�DWWHP SW�DQG�PRUH�WRROV�DUH�HPHUJLQJ�WKDW�VFDQ�IRU�WKHVH�IODZV��7KH�FRQVHTXHQFHV�DUH�SDUWLFXODUO\ �
GDP DJLQJ��DV�DQ�DWWDFNHU�FDQ�REWDLQ��FRUUXSW��RU�GHVWUR\ �GDWDEDVH�FRQWHQWV��

&RP P DQG�LQMHFWLRQ�DWWDFNV�FDQ�EH�YHU\ �HDV\ �WR�GLVFRYHU�DQG�H[ SORLW��EXW�WKH\ �FDQ�DOVR�EH�H[ WUHP HO\ �REVFXUH��7KH�
FRQVHTXHQFHV�FDQ�DOVR�UXQ�WKH�HQWLUH�UDQJH�RI�VHYHULW\ ��IURP �WULYLDO�WR�FRP SOHWH�V\ VWHP �FRP SURP LVH�RU�GHVWUXFWLRQ��,Q�DQ\ �
FDVH��WKH�XVH�RI�H[ WHUQDO�FDOOV�LV�TXLWH�ZLGHVSUHDG��VR�WKH�OLNHOLKRRG�RI�D�ZHE�DSSOLFDWLRQ�KDYLQJ�D�FRP P DQG�LQMHFWLRQ�IODZ�
VKRXOG�EH�FRQVLGHUHG�KLJK��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

( YHU\ �ZHE�DSSOLFDWLRQ�HQYLURQP HQW�DOORZV�WKH�H[ HFXWLRQ�RI�H[ WHUQDO�FRP P DQGV�VXFK�DV�V\ VWHP �FDOOV��VKHOO�FRPP DQGV��DQG�
64 / �UHTXHVWV��7KH�VXVFHSWLELOLW\ �RI�DQ�H[ WHUQDO�FDOO�WR�FRP P DQG�LQMHFWLRQ�GHSHQGV�RQ�KRZ�WKH�FDOO�LV�P DGH�DQG�WKH�VSHFLILF�
FRP SRQHQW�WKDW�LV�EHLQJ�FDOOHG��EXW�DOP RVW�DOO�H[ WHUQDO�FDOOV�FDQ�EH�DWWDFNHG�LI�WKH�ZHE�DSSOLFDWLRQ�LV�QRW�SURSHUO\ �FRGHG��

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � ( [ DP SOHV��$�PDOLFLRXV�SDUDP HWHU�FRXOG�P RGLI\ �WKH�DFWLRQV�WDNHQ�E\ �D�V\ VWHP �FDOO�WKDW�QRUP DOO\ �UHWULHYHV�WKH�FXUUHQW�
XVHU¶V�ILOH�WR�DFFHVV�DQRWKHU�XVHU¶V�ILOH��H�J���E\ �LQFOXGLQJ�SDWK�WUDYHUVDO�³���´�FKDUDFWHUV�DV�SDUW�RI�D�ILOHQDP H�
UHTXHVW���$GGLWLRQDO�FRP P DQGV�FRXOG�EH�WDFNHG�RQ�WR�WKH�HQG�RI�D�SDUDP HWHU�WKDW�LV�SDVVHG�WR�D�VKHOO�VFULSW�WR�
H[ HFXWH�DQ�DGGLWLRQDO�VKHOO�FRP P DQG��H�J���³��UP �±U�
 ´��DORQJ�ZLWK�WKH�LQWHQGHG�FRP P DQG��64 / �TXHULHV�FRXOG�EH�
P RGLILHG�E\ �DGGLQJ�DGGLWLRQDO�µFRQVWUDLQWV¶�WR�D�ZKHUH�FODXVH��H�J���³2 5 ��  � ´��WR�JDLQ�DFFHVV�WR�RU�P RGLI\ �
XQDXWKRUL] HG�GDWD��

„ � 2 : $63�GLVFXVVLRQ�RQ�2 6�&RP P DQG�,QMHFWLRQ��KWWS���ZZZ�RZDVS�RUJ�DVDF�LQSXWBYDOLGDWLRQ�RV�VKWP O�

„ � 2 : $63�GLVFXVVLRQ�RQ�64 / �,QMHFWLRQ��KWWS���ZZZ�RZDVS�RUJ�DVDF�LQSXWBYDOLGDWLRQ�VTO�VKWP O�

„ � 2 : $63�GLVFXVVLRQ�RQ�0 HWD�&KDUDFWHUV��KWWS���ZZZ�RZDVS�RUJ�DVDF�LQSXWBYDOLGDWLRQ�P HWD�VKWP O�

„ � : KLWH�3DSHU�RQ�64 / �,QMHFWLRQ��KWWS���ZZZ�VSLG\ QDP LFV�FRP �SDSHUV�64 / ,QMHFWLRQ: KLWH3DSHU�SGI�

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

7KH�EHVW�ZD\ �WR�GHWHUP LQH�LI�\ RX�DUH�YXOQHUDEOH�WR�FRPP DQG�LQMHFWLRQ�DWWDFNV�LV�WR�VHDUFK�WKH�VRXUFH�FRGH�IRU�DOO�FDOOV�WR�
H[ WHUQDO�UHVRXUFHV��H�J���V\ VWHP ��H[ HF��IRUN��5XQWLP H�H[ HF��64 / �TXHULHV��RU�ZKDWHYHU�WKH�V\ QWD[ �LV�IRU�P DNLQJ�H[ WHUQDO�
UHTXHVWV�LQ�\ RXU�ODQJXDJH���1RWH�WKDW�P DQ\ �ODQJXDJHV�KDYH�P XOWLSOH�ZD\ V�WR�UXQ�H[ WHUQDO�FRP P DQGV��' HYHORSHUV�VKRXOG�
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UHYLHZ�WKHLU�FRGH�DQG�VHDUFK�IRU�DOO�SODFHV�ZKHUH�LQSXW�IURP �DQ�+773�UHTXHVW�FRXOG�SRVVLEO\ �P DNH�LWV�ZD\ �LQWR�DQ\ �RI�WKHVH�
FDOOV��<RX�VKRXOG�FDUHIXOO\ �H[ DP LQH�HDFK�RI�WKHVH�FDOOV�WR�EH�VXUH�WKDW�WKH�SURWHFWLRQ�VWHSV�RXWOLQHG�EHORZ�DUH�IROORZHG���

$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

7KH�VLP SOHVW�ZD\ �WR�SURWHFW�DJDLQVW�FRP P DQG�LQMHFWLRQ�LV�WR�DYRLG�WKHP �ZKHUH�SRVVLEOH��) RU�P DQ\ �VKHOO�FRP P DQGV�DQG�
VRP H�V\ VWHP �FDOOV��WKHUH�DUH�ODQJXDJH�VSHFLILF�OLEUDULHV�WKDW�SHUIRUP �WKH�VDP H�IXQFWLRQV��8VLQJ�VXFK�OLEUDULHV�GRHV�QRW�
LQYROYH�WKH�RSHUDWLQJ�V\ VWHP �VKHOO�LQWHUSUHWHU��DQG�WKHUHIRUH�DYRLGV�D�ODUJH�QXP EHU�RI�SUREOHP V�ZLWK�VKHOO�FRP P DQGV��

) RU�WKRVH�FDOOV�WKDW�\ RX�P XVW�VWLOO�HP SOR\ ��VXFK�DV�FDOOV�WR�EDFNHQG�GDWDEDVHV��\ RX�P XVW�FDUHIXOO\ �YDOLGDWH�WKH�GDWD�SURYLGHG�
WR�HQVXUH�WKDW�LW�GRHV�QRW�FRQWDLQ�DQ\ �P DOLFLRXV�FRQWHQW��<RX�FDQ�DOVR�VWUXFWXUH�P DQ\ �UHTXHVWV�LQ�D�P DQQHU�WKDW�HQVXUHV�WKDW�
DOO�VXSSOLHG�SDUDP HWHUV�DUH�WUHDWHG�DV�GDWD��UDWKHU�WKDQ�SRWHQWLDOO\ �H[ HFXWDEOH�FRQWHQW��0 RVW�V\ VWHP �FDOOV�DQG�WKH�XVH�RI�
VWRUHG�SURFHGXUHV�RU�SUHSDUHG�VWDWHP HQWV�ZLOO�SURYLGH�VLJQLILFDQW�SURWHFWLRQ��HQVXULQJ�WKDW�VXSSOLHG�LQSXW�LV�WUHDWHG�DV�GDWD��
ZKLFK�ZLOO�UHGXFH��EXW�QRW�FRP SOHWHO\ �HOLP LQDWH�WKH�ULVN�LQYROYHG�LQ�WKHVH�H[ WHUQDO�FDOOV��<RX�VWLOO�P XVW�DOZD\ V�YDOLGDWH�VXFK�
LQSXW�WR�P DNH�VXUH�LW�P HHWV�WKH�H[ SHFWDWLRQV�RI�WKH�DSSOLFDWLRQ�LQ�TXHVWLRQ��

$QRWKHU�VWURQJ�SURWHFWLRQ�DJDLQVW�FRPP DQG�LQMHFWLRQ�LV�WR�HQVXUH�WKDW�WKH�ZHE�DSSOLFDWLRQ�UXQV�ZLWK�RQO\ �WKH�SULYLOHJHV�LW�
DEVROXWHO\ �QHHGV�WR�SHUIRUP �LWV�IXQFWLRQ��6R�\ RX�VKRXOG�QRW�UXQ�WKH�ZHEVHUYHU�DV�URRW�RU�DFFHVV�D�GDWDEDVH�DV�' %$' 0 ,1 ��RU�
HOVH�DQ�DWWDFNHU�FDQ�DEXVH�WKHVH�DGP LQLVWUDWLYH�SULYLOHJHV�JUDQWHG�WR�WKH�ZHE�DSSOLFDWLRQ��6RP H�RI�WKH�- � ( ( �HQYLURQP HQWV�
DOORZ�WKH�XVH�RI�WKH�- DYD�VDQGER[ ��ZKLFK�FDQ�SUHYHQW�WKH�H[ HFXWLRQ�RI�V\ VWHP �FRP P DQGV��

,I�DQ�H[ WHUQDO�FRP P DQG�P XVW�EH�XVHG��DQ\ �XVHU�LQIRUP DWLRQ�WKDW�LV�EHLQJ�LQVHUWHG�LQWR�WKH�FRPP DQG�VKRXOG�EH�ULJRURXVO\ �
FKHFNHG��0 HFKDQLVP V�VKRXOG�EH�SXW�LQ�SODFH�WR�KDQGOH�DQ\ �SRVVLEOH�HUURUV��WLPHRXWV��RU�EORFNDJHV�GXULQJ�WKH�FDOO��

$OO�RXWSXW��UHWXUQ�FRGHV�DQG�HUURU�FRGHV�IURP�WKH�FDOO�VKRXOG�EH�FKHFNHG�WR�HQVXUH�WKDW�WKH�H[ SHFWHG�SURFHVVLQJ�DFWXDOO\ �
RFFXUUHG��$W�D�P LQLP XP ��WKLV�ZLOO�DOORZ�\ RX�WR�GHWHUP LQH�WKDW�VRP HWKLQJ�KDV�JRQH�ZURQJ��2 WKHUZLVH��WKH�DWWDFN�P D\ �RFFXU�
DQG�QHYHU�EH�GHWHFWHG��

7KH�2 : $63�) LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRP SRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�P DQ\ �IRUP V�RI�FRP P DQG�
LQMHFWLRQ��2 : $63�KDV�UHOHDVHG�&RGH6HHNHU��DQ�DSSOLFDWLRQ�OHYHO�ILUHZDOO��
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$ � � ( UURU�+ DQGOLQJ�3UREOHP V�

$ � �� � ' HVFULSWLRQ�

,P SURSHU�KDQGOLQJ�RI�HUURUV�FDQ�LQWURGXFH�D�YDULHW\ �RI�VHFXULW\ �SUREOHP V�IRU�D�ZHE�VLWH��7KH�P RVW�FRPP RQ�SUREOHP �LV�ZKHQ�
GHWDLOHG�LQWHUQDO�HUURU�P HVVDJHV�VXFK�DV�VWDFN�WUDFHV��GDWDEDVH�GXP SV��DQG�HUURU�FRGHV�DUH�GLVSOD\ HG�WR�WKH�XVHU��KDFNHU���
7KHVH�P HVVDJHV�UHYHDO�LP SOHP HQWDWLRQ�GHWDLOV�WKDW�VKRXOG�QHYHU�EH�UHYHDOHG��6XFK�GHWDLOV�FDQ�SURYLGH�KDFNHUV�LP SRUWDQW�
FOXHV�RQ�SRWHQWLDO�IODZV�LQ�WKH�VLWH�DQG�VXFK�P HVVDJHV�DUH�DOVR�GLVWXUELQJ�WR�QRUP DO�XVHUV��

: HE�DSSOLFDWLRQV�IUHTXHQWO\ �JHQHUDWH�HUURU�FRQGLWLRQV�GXULQJ�QRUP DO�RSHUDWLRQ��2 XW�RI�P HP RU\ ��QXOO�SRLQWHU�H[ FHSWLRQV��
V\ VWHP �FDOO�IDLOXUH��GDWDEDVH�XQDYDLODEOH��QHWZRUN�WLP HRXW��DQG�KXQGUHGV�RI�RWKHU�FRP P RQ�FRQGLWLRQV�FDQ�FDXVH�HUURUV�WR�EH�
JHQHUDWHG��7KHVH�HUURUV�P XVW�EH�KDQGOHG�DFFRUGLQJ�WR�D�ZHOO�WKRXJKW�RXW�VFKHP H�WKDW�ZLOO�SURYLGH�D�P HDQLQJIXO�HUURU�
P HVVDJH�WR�WKH�XVHU��GLDJQRVWLF�LQIRUP DWLRQ�WR�WKH�VLWH�P DLQWDLQHUV��DQG�QR�XVHIXO�LQIRUP DWLRQ�WR�DQ�DWWDFNHU��

( YHQ�ZKHQ�HUURU�P HVVDJHV�GRQ¶W�SURYLGH�D�ORW�RI�GHWDLO��LQFRQVLVWHQFLHV�LQ�VXFK�P HVVDJHV�FDQ�VWLOO�UHYHDO�LP SRUWDQW�FOXHV�RQ�
KRZ�D�VLWH�ZRUNV��DQG�ZKDW�LQIRUP DWLRQ�LV�SUHVHQW�XQGHU�WKH�FRYHUV��) RU�H[ DP SOH��ZKHQ�D�XVHU�WULHV�WR�DFFHVV�D�ILOH�WKDW�GRHV�
QRW�H[ LVW��WKH�HUURU�P HVVDJH�W\ SLFDOO\ �LQGLFDWHV��³ILOH�QRW�IRXQǴ��: KHQ�DFFHVVLQJ�D�ILOH�WKDW�WKH�XVHU�LV�QRW�DXWKRUL] HG�IRU��LW�
LQGLFDWHV��³DFFHVV�GHQLHǴ��7KH�XVHU�LV�QRW�VXSSRVHG�WR�NQRZ�WKH�ILOH�HYHQ�H[ LVWV��EXW�VXFK�LQFRQVLVWHQFLHV�ZLOO�UHDGLO\ �UHYHDO�
WKH�SUHVHQFH�RU�DEVHQFH�RI�LQDFFHVVLEOH�ILOHV�RU�WKH�VLWHV¶�GLUHFWRU\ �VWUXFWXUH��

2 QH�FRP P RQ�VHFXULW\ �SUREOHP �FDXVHG�E\ �LP SURSHU�HUURU�KDQGOLQJ�LV�WKH�IDLO�RSHQ�VHFXULW\ �FKHFN��$OO�VHFXULW\ �P HFKDQLVP V�
VKRXOG�GHQ\ �DFFHVV�XQWLO�VSHFLILFDOO\ �JUDQWHG��QRW�JUDQW�DFFHVV�XQWLO�GHQLHG��ZKLFK�LV�D�FRP P RQ�UHDVRQ�ZK\ �IDLO�RSHQ�HUURUV�
RFFXU��2 WKHU�HUURUV�FDQ�FDXVH�WKH�V\ VWHP �WR�FUDVK�RU�FRQVXP H�VLJQLILFDQW�UHVRXUFHV��HIIHFWLYHO\ �GHQ\ LQJ�RU�UHGXFLQJ�VHUYLFH�
WR�OHJLWLP DWH�XVHUV��

* RRG�HUURU�KDQGOLQJ�P HFKDQLVP V�VKRXOG�EH�DEOH�WR�KDQGOH�DQ\ �IHDVLEOH�VHW�RI�LQSXWV��ZKLOH�HQIRUFLQJ�SURSHU�VHFXULW\ ��6LP SOH�
HUURU�P HVVDJHV�VKRXOG�EH�SURGXFHG�DQG�ORJJHG�VR�WKDW�WKHLU�FDXVH��ZKHWKHU�DQ�HUURU�LQ�WKH�VLWH�RU�D�KDFNLQJ�DWWHP SW��FDQ�EH�
UHYLHZHG��( UURU�KDQGOLQJ�VKRXOG�QRW�IRFXV�VROHO\ �RQ�LQSXW�SURYLGHG�E\ �WKH�XVHU��EXW�VKRXOG�DOVR�LQFOXGH�DQ\ �HUURUV�WKDW�FDQ�EH�
JHQHUDWHG�E\ �LQWHUQDO�FRP SRQHQWV�VXFK�DV�V\ VWHP �FDOOV��GDWDEDVH�TXHULHV��RU�DQ\ �RWKHU�LQWHUQDO�IXQFWLRQV��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�DUH�VXVFHSWLEOH�WR�HUURU�KDQGOLQJ�SUREOHP V���

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � 2 : $63�GLVFXVVLRQ�RQ�JHQHUDWLRQ�RI�HUURU�FRGHV��KWWS���ZZZ�RZDVS�RUJ�DVDF�LQIRUP DWLRQDO�HUURUV�VKWP O�

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

7\ SLFDOO\ ��VLP SOH�WHVWLQJ�FDQ�GHWHUP LQH�KRZ�\ RXU�VLWH�UHVSRQGV�WR�YDULRXV�NLQGV�RI�LQSXW�HUURUV��0 RUH�WKRURXJK�WHVWLQJ�LV�
XVXDOO\ �UHTXLUHG�WR�FDXVH�LQWHUQDO�HUURUV�WR�RFFXU�DQG�VHH�KRZ�WKH�VLWH�EHKDYHV���

$QRWKHU�YDOXDEOH�DSSURDFK�LV�WR�KDYH�D�GHWDLOHG�FRGH�UHYLHZ�WKDW�VHDUFKHV�WKH�FRGH�IRU�WKH�HUURU�KDQGOLQJ�FRGH��7KH�
DSSURDFK�VKRXOG�EH�FRQVLVWHQW�DFURVV�WKH�HQWLUH�VLWH�DQG�HDFK�SLHFH�VKRXOG�EH�D�SDUW�RI�D�ZHOO�GHVLJQHG�VFKHP H��$�FRGH�
UHYLHZ�ZLOO�UHYHDO�KRZ�WKH�V\ VWHP �LV�LQWHQGHG�WR�KDQGOH�YDULRXV�W\ SHV�RI�HUURUV��,I�\ RX�ILQG�WKDW�WKHUH�LV�QR�RUJDQL] DWLRQ�WR�WKH�
HUURU�KDQGOLQJ�VFKHP H�RU�WKDW�WKHUH�DSSHDU�WR�EH�VHYHUDO�GLIIHUHQW�VFKHP HV��WKHUH�LV�TXLWH�OLNHO\ �D�SUREOHP ��
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$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

$�VSHFLILF�SROLF\ �IRU�KRZ�WR�KDQGOH�HUURUV�VKRXOG�EH�GRFXP HQWHG��LQFOXGLQJ�WKH�W\ SHV�RI�HUURUV�WR�EH�KDQGOHG��DQG�IRU�HDFK��
ZKDW�LQIRUP DWLRQ�LV�JRLQJ�WR�EH�UHSRUWHG�EDFN�WR�WKH�XVHU��DQG�ZKDW�LQIRUP DWLRQ�LV�JRLQJ�WR�EH�ORJJHG��$OO�GHYHORSHUV�QHHG�WR�
XQGHUVWDQG�WKH�SROLF\ �DQG�HQVXUH�WKDW�WKHLU�FRGH�IROORZV�LW��

,Q�WKH�LP SOHP HQWDWLRQ��HQVXUH�WKDW�WKH�VLWH�LV�EXLOW�WR�JUDFHIXOO\ �KDQGOH�DOO�SRVVLEOH�HUURUV��: KHQ�HUURUV�RFFXU��WKH�VLWH�VKRXOG�
UHVSRQG�ZLWK�D�VSHFLILFDOO\ �GHVLJQHG�UHVXOW�WKDW�LV�KHOSIXO�WR�WKH�XVHU�ZLWKRXW�UHYHDOLQJ�XQQHFHVVDU\ �LQWHUQDO�GHWDLOV��&HUWDLQ�
FODVVHV�RI�HUURUV�VKRXOG�EH�ORJJHG�WR�KHOS�GHWHFW�LP SOHP HQWDWLRQ�IODZV�LQ�WKH�VLWH�DQG�RU�KDFNLQJ�DWWHP SWV��

9HU\ �IHZ�VLWHV�KDYH�DQ\ �LQWUXVLRQ�GHWHFWLRQ�FDSDELOLWLHV�LQ�WKHLU�ZHE�DSSOLFDWLRQ��EXW�LW�LV�FHUWDLQO\ �FRQFHLYDEOH�WKDW�D�ZHE�
DSSOLFDWLRQ�FRXOG�WUDFN�UHSHDWHG�IDLOHG�DWWHP SWV�DQG�JHQHUDWH�DOHUWV��1RWH�WKDW�WKH�YDVW�P DMRULW\ �RI�ZHE�DSSOLFDWLRQ�DWWDFNV�DUH�
QHYHU�GHWHFWHG�EHFDXVH�VR�IHZ�VLWHV�KDYH�WKH�FDSDELOLW\ �WR�GHWHFW�WKHP ��7KHUHIRUH��WKH�SUHYDOHQFH�RI�ZHE�DSSOLFDWLRQ�VHFXULW\ �
DWWDFNV�LV�OLNHO\ �WR�EH�VHULRXVO\ �XQGHUHVWLP DWHG��

7KH�2 : $63�) LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRP SRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�HUURU�FRGHV�OHDNLQJ�LQWR�
XVHU¶V�ZHE�SDJHV�E\ �ILOWHULQJ�SDJHV�ZKHQ�WKH\ �DUH�FRQVWUXFWHG�G\ QDP LFDOO\ �E\ �WKH�DSSOLFDWLRQ��



2 : $63�7RS�7HQ�: HE�$SSOLFDWLRQ�6HFXULW\ �9XOQHUDELOLWLHV�
� � �

�
�
�

�
�
� � � �

$ � � ,QVHFXUH�8 VH�RI �&U\ SWRJ UDSK\ �

$ � �� � ' HVFULSWLRQ�

0 RVW�ZHE�DSSOLFDWLRQV�KDYH�D�QHHG�WR�VWRUH�VHQVLWLYH�LQIRUP DWLRQ��HLWKHU�LQ�D�GDWDEDVH�RU�RQ�D�ILOH�V\ VWHP �VRP HZKHUH��7KH�
LQIRUP DWLRQ�P LJKW�EH�SDVVZRUGV��FUHGLW�FDUG�QXP EHUV��DFFRXQW�UHFRUGV��RU�SURSULHWDU\ �LQIRUP DWLRQ��) UHTXHQWO\ ��HQFU\ SWLRQ�
WHFKQLTXHV�DUH�XVHG�WR�SURWHFW�WKLV�VHQVLWLYH�LQIRUP DWLRQ��: KLOH�HQFU\ SWLRQ�KDV�EHFRP H�UHODWLYHO\ �HDV\ �WR�LP SOHP HQW�DQG�XVH��
GHYHORSHUV�VWLOO�IUHTXHQWO\ �P DNH�P LVWDNHV�ZKLOH�LQWHJUDWLQJ�LW�LQWR�D�ZHE�DSSOLFDWLRQ��' HYHORSHUV�P D\ �RYHUHVWLP DWH�WKH�
SURWHFWLRQ�JDLQHG�E\ �XVLQJ�HQFU\ SWLRQ�DQG�QRW�EH�DV�FDUHIXO�LQ�VHFXULQJ�RWKHU�DVSHFWV�RI�WKH�VLWH��$�IHZ�DUHDV�ZKHUH�P LVWDNHV�
DUH�FRP P RQO\ �P DGH�LQFOXGH��

„ � ,QVHFXUH�VWRUDJH�RI�NH\ V��FHUWLILFDWHV��DQG�SDVVZRUGV�

„ � ,P SURSHU�VWRUDJH�RI�VHFUHWV�LQ�P HP RU\ �

„ � 3RRU�VRXUFHV�RI�UDQGRP QHVV�

„ � 3RRU�FKRLFH�RI�DOJRULWKP �

„ � ) DLOXUH�WR�HQFU\ SW�FULWLFDO�GDWD�

„ � $WWHP SWLQJ�WR�LQYHQW�D�QHZ�HQFU\ SWLRQ�DOJRULWKP �

„ � ) DLOXUH�WR�LQFOXGH�VXSSRUW�IRU�HQFU\ SWLRQ�NH\ �FKDQJHV�DQG�RWKHU�UHTXLUHG�P DLQWHQDQFH�SURFHGXUHV�

�
7KH�LP SDFW�RI�WKHVH�ZHDNQHVVHV�FDQ�EH�GHYDVWDWLQJ�WR�WKH�VHFXULW\ �RI�D�ZHEVLWH��( QFU\ SWLRQ�LV�JHQHUDOO\ �XVHG�WR�SURWHFW�D�
VLWH¶V�P RVW�VHQVLWLYH�DVVHWV��ZKLFK�P D\ �EH�WRWDOO\ �FRP SURP LVHG�E\ �D�ZHDNQHVV��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

0 RVW�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�LQFOXGH�VRP H�IRUP �RI�FU\ SWRJUDSKLF�VXSSRUW��,Q�WKH�UDUH�FDVH�WKDW�VXFK�VXSSRUW�LV�QRW�
DOUHDG\ �DYDLODEOH��WKHUH�DUH�D�ZLGH�YDULHW\ �RI�WKLUG�SDUW\ �SURGXFWV�WKDW�FDQ�EH�DGGHG��2 QO\ �ZHE�VLWHV�WKDW�XVH�HQFU\ SWLRQ�WR�
SURWHFW�LQIRUP DWLRQ�LQ�VWRUDJH�RU�WUDQVLW�DUH�VXVFHSWLEOH�WR�WKHVH�DWWDFNV��1RWH�WKDW�WKLV�VHFWLRQ�GRHV�QRW�FRYHU�WKH�XVH�RI�66/ ��
ZKLFK�LV�FRYHUHG�LQ�WKH�³6HUYHU�&RQILJXUDWLRQ́�VHFWLRQ��7KLV�VHFWLRQ�GHDOV�RQO\ �ZLWK�SURJUDP P DWLF�HQFU\ SWLRQ�RI�DSSOLFDWLRQ�
OD\ HU�GDWD��

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � 2 : $63�GLVFXVVLRQ�RQ�FRP P RQ�FU\ SWRJUDSKLF�IODZV��KWWS���ZZZ�RZDVS�RUJ�DVDF�FU\ SWRJUDSKLF��

„ � %UXFH�6FKQHLHU��³$SSOLHG�&U\ SWRJUDSK\ ´��� QG�HGLWLRQ��- RKQ�: LOH\ �	 �6RQV��� � � � �

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

' LVFRYHULQJ�FU\ SWRJUDSKLF�IODZV�ZLWKRXW�DFFHVV�WR�WKH�VRXUFH�FRGH�FDQ�EH�H[ WUHP HO\ �WLP H�FRQVXP LQJ��+RZHYHU��LW�LV�SRVVLEOH�
WR�H[ DP LQH�WRNHQV��VHVVLRQ�,' V��FRRNLHV�DQG�RWKHU�FUHGHQWLDOV�WR�VHH�LI�WKH\ �DUH�REYLRXVO\ �QRW�UDQGRP ��$OO�WKH�WUDGLWLRQDO�
FU\ SWDQDO\ VLV�DSSURDFKHV�FDQ�EH�XVHG�WR�DWWHPSW�WR�XQFRYHU�KRZ�D�ZHE�VLWH�LV�XVLQJ�FU\ SWRJUDSKLF�IXQFWLRQV��

%\ �IDU�WKH�HDVLHVW�DSSURDFK�LV�WR�UHYLHZ�WKH�FRGH�WR�VHH�KRZ�WKH�FU\ SWRJUDSKLF�IXQFWLRQV�DUH�LP SOHP HQWHG��$�FDUHIXO�UHYLHZ�RI�
WKH�VWUXFWXUH��TXDOLW\ ��DQG�LP SOHP HQWDWLRQ�RI�WKH�FU\ SWRJUDSKLF�P RGXOHV�VKRXOG�EH�SHUIRUP HG��7KH�UHYLHZHU�VKRXOG�KDYH�D�
VWURQJ�EDFNJURXQG�LQ�WKH�XVH�RI�FU\ SWRJUDSK\ �DQG�FRP P RQ�IODZV��7KH�UHYLHZ�VKRXOG�DOVR�FRYHU�KRZ�NH\ V��SDVVZRUGV��DQG�
RWKHU�VHFUHWV�DUH�VWRUHG��ORDGHG��SURFHVVHG��DQG�FOHDUHG�IURP �P HP RU\ ��



2 : $63�7RS�7HQ�: HE�$SSOLFDWLRQ�6HFXULW\ �9XOQHUDELOLWLHV�
� � �

�
�
�

�
�
� � � �

$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

7KH�HDVLHVW�ZD\ �WR�SURWHFW�DJDLQVW�FU\ SWRJUDSKLF�IODZV�LV�WR�P LQLP L] H�WKH�XVH�RI�HQFU\ SWLRQ�DQG�RQO\ �NHHS�LQIRUP DWLRQ�WKDW�LV�
DEVROXWHO\ �QHFHVVDU\ ��) RU�H[ DP SOH��UDWKHU�WKDQ�HQFU\ SWLQJ�FUHGLW�FDUG�QXP EHUV�DQG�VWRULQJ�WKHP ��VLP SO\ �UHTXLUH�XVHUV�WR�UH�
HQWHU�WKH�QXP EHUV��$OVR��LQVWHDG�RI�VWRULQJ�HQFU\ SWHG�SDVVZRUGV��XVH�D�RQH�ZD\ �IXQFWLRQ��VXFK�DV�6+$�� ��WR�KDVK�WKH�
SDVVZRUGV��

,I�FU\ SWRJUDSK\ �P XVW�EH�XVHG��FKRRVH�D�OLEUDU\ �WKDW�KDV�EHHQ�H[ SRVHG�WR�SXEOLF�VFUXWLQ\ �DQG�P DNH�VXUH�WKDW�WKHUH�DUH�QR�
RSHQ�YXOQHUDELOLWLHV��( QFDSVXODWH�WKH�FU\ SWRJUDSKLF�IXQFWLRQV�WKDW�DUH�XVHG�DQG�UHYLHZ�WKH�FRGH�FDUHIXOO\ ��%H�VXUH�WKDW�
VHFUHWV��VXFK�DV�NH\ V��FHUWLILFDWHV��DQG�SDVVZRUGV��DUH�VWRUHG�VHFXUHO\ ��7R�P DNH�LW�GLIILFXOW�IRU�DQ�DWWDFNHU��WKH�P DVWHU�VHFUHW�
VKRXOG�EH�VSOLW�LQWR�DW�OHDVW�WZR�ORFDWLRQV�DQG�DVVHP EOHG�DW�UXQWLP H��6XFK�ORFDWLRQV�P LJKW�LQFOXGH�D�FRQILJXUDWLRQ�ILOH��DQ�
H[ WHUQDO�VHUYHU��RU�ZLWKLQ�WKH�FRGH�LWVHOI��
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$ � � 5 HP RWH�$ GP LQLVWUDWLRQ�) ODZ V�

$ � �� � ' HVFULSWLRQ�

$GP LQLVWUDWLYH�,QWHUIDFHV�SURYLGH�SRZHUIXO�IHDWXUHV�IRU�P DQDJLQJ�D�ZHE�DSSOLFDWLRQ��6XFK�IHDWXUHV�DUH�IUHTXHQWO\ �XVHG�WR�
DOORZ�VLWH�DGP LQLVWUDWRUV�WR�HIILFLHQWO\ �P DQDJH�XVHUV��GDWD��DQG�FRQWHQW�RQ�WKHLU�VLWH��,Q�P DQ\ �LQVWDQFHV��VLWHV�VXSSRUW�D�YDULHW\ �
RI�DGP LQLVWUDWLYH�UROHV�WR�DOORZ�ILQHU�JUDQXODULW\ �RI�VLWH�DGP LQLVWUDWLRQ��' XH�WR�WKHLU�SRZHU��WKHVH�LQWHUIDFHV�DUH�IUHTXHQWO\ �SULP H�
WDUJHWV�IRU�DWWDFN�E\ �ERWK�RXWVLGHUV�DQG�LQVLGHUV��

&RP P RQ�SUREOHP V�WKDW�RFFXU�LQ�WKLV�DUHD�LQFOXGH�ODFN�RI�VWURQJ�DXWKHQWLFDWLRQ�DQG�RU�HQFU\ SWLRQ�IRU�ZHE�DFFHVVLEOH�
LQWHUIDFHV��LQDELOLW\ �WR�NHHS�OHVVHU�DGP LQLVWUDWRUV�UHVWULFWHG�WR�WKHLU�LQWHQGHG�IXQFWLRQV��IODZV�LQ�WKH�VHSDUDWLRQ�P HFKDQLVP �
EHWZHHQ�XVHUV�DQG�DGP LQLVWUDWRUV��DQG�SURYLGLQJ�XQQHFHVVDULO\ �SRZHUIXO�DGP LQLVWUDWLYH�IHDWXUHV��

$ � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�WKDW�SURYLGH�DQ�DGP LQLVWUDWLYH�LQWHUIDFH��

$ � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � KWWS���ZZZ�LQIRVHFXULW\ P DJ�FRP �� � � � �MXQ�LQVHFXULW\ �VKWP O��

$ � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

) LQG�RXW�KRZ�\ RXU�ZHEVLWH�LV�DGP LQLVWUDWHG��<RX�ZDQW�WR�GLVFRYHU�KRZ�FKDQJHV�DUH�P DGH�WR�ZHESDJHV��ZKHUH�WKH\ �DUH�
WHVWHG��DQG�KRZ�WKH\ �DUH�WUDQVSRUWHG�WR�WKH�SURGXFWLRQ�VHUYHU��,I�DGP LQLVWUDWRUV�FDQ�P DNH�FKDQJHV�UHP RWHO\ ��\ RX�ZDQW�WR�
NQRZ�KRZ�WKRVH�FRP P XQLFDWLRQV�DUH�SURWHFWHG��

&DUHIXOO\ �UHYLHZ�HDFK�LQWHUIDFH�WR�P DNH�VXUH�WKDW�RQO\ �DXWKRUL] HG�DGP LQLVWUDWRUV�DUH�DOORZHG�DFFHVV��$OVR��LI�WKHUH�DUH�
GLIIHUHQW�W\ SHV�RU�JURXSLQJV�RI�GDWD�WKDW�FDQ�EH�DFFHVVHG�WKURXJK�WKH�LQWHUIDFH��P DNH�VXUH�WKDW�RQO\ �DXWKRUL] HG�GDWD�FDQ�EH�
DFFHVVHG�DV�ZHOO��,I�VXFK�LQWHUIDFHV�HP SOR\ �H[ WHUQDO�FRP P DQGV��UHYLHZ�WKHLU�XVH�RI�VXFK�FRP P DQGV�WR�P DNH�VXUH�WKH\ �DUH�
QRW�VXEMHFW�WR�DQ\ �RI�WKH�FRP PDQG�LQMHFWLRQ�IODZV�GHVFULEHG�LQ�WKLV�SDSHU��

6LQFH�DXWKHQWLFDWLRQ�LV�W\ SLFDOO\ �WKH�ILUVW�OLQH�RI�GHIHQVH�IRU�DFFHVV�WR�DGP LQLVWUDWLYH�IXQFWLRQV��UHYLHZ�WKH�SDUWV�RI�\ RXU�
DXWKHQWLFDWLRQ�P HFKDQLVP �IRU�DGP LQLVWUDWRUV�HYHQ�P RUH�WKRURXJKO\ ��

$ � �� � + RZ �WR�3URWHFW�<RXUVHOI�

7KH�SULP DU\ �UHFRP P HQGDWLRQ�LV�WR�QHYHU�DOORZ�DGP LQLVWUDWRU�DFFHVV�WKURXJK�WKH�IURQW�GRRU�LI�DW�DOO�SRVVLEOH��* LYHQ�WKH�SRZHU�
RI�WKHVH�LQWHUIDFHV��P RVW�RUJDQL] DWLRQV�VKRXOG�QRW�DFFHSW�WKH�ULVN�RI�P DNLQJ�WKHVH�LQWHUIDFHV�DYDLODEOH��,I�UHP RWH�DGP LQLVWUDWRU�
DFFHVV�LV�DEVROXWHO\ �UHTXLUHG��WKLV�FDQ�EH�DFFRP SOLVKHG�ZLWKRXW�RSHQLQJ�WKH�IURQW�GRRU�RI�WKH�VLWH��7KH�XVH�RI�931 �
WHFKQRORJ\ �FRXOG�EH�XVHG�WR�SURYLGH�DQ�RXWVLGH�DGP LQLVWUDWRU�DFFHVV�WR�WKH�LQWHUQDO�FRP SDQ\ ��RU�VLWH��QHWZRUN�IURP �ZKLFK�DQ�
DGP LQLVWUDWRU�FDQ�DFFHVV�WKH�VLWH�WKURXJK�D�SURWHFWHG�EDFNHQG�FRQQHFWLRQ��

,I�ZHE�EDVHG�DFFHVV�WR�VXFK�LQWHUIDFHV�P XVW�EH�SURYLGHG��WKH�XVH�RI�VWURQJ�DXWKHQWLFDWLRQ�VXFK�DV�FHUWLILFDWHV��WRNHQ�EDVHG�
DXWKHQWLFDWRUV��RU�RWKHU�WHFKQRORJ\ �LV�KLJKO\ �UHFRP P HQGHG��6WURQJ�DXWKHQWLFDWLRQ�VKRXOG�DOVR�EH�FRQVLGHUHG�IRU�EDFNHQG�
RQO\ �DFFHVV��EXW�WKH�QHHG�LV�QRW�DV�JUHDW��* LYHQ�WKH�VP DOO�QXP EHU�RI�DGP LQLVWUDWRUV�W\ SLFDOO\ �UHTXLUHG�IRU�D�VLWH��WKH�FRVWV�RI�
XVLQJ�VWURQJ�DXWKHQWLFDWLRQ�VKRXOG�QRW�EH�SURKLELWLYH�UHODWLYH�WR�WKH�ULVN�RI�FRP SURP LVH�RI�DGP LQLVWUDWLYH�IXQFWLRQV��

5HJDUGOHVV�RI�KRZ�DQ�DGP LQLVWUDWRU�DFFHVVHV�WKH�VLWH��WKURXJK�WKH�IURQW�RU�WKH�EDFN���WKH�XVH�RI�HQFU\ SWLRQ��H�J���931 �RU�
66/ ��VKRXOG�EH�XVHG�IRU�WKH�HQWLUH�DGP LQLVWUDWLYH�VHVVLRQ��
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2 QFH�VWURQJ�DGP LQLVWUDWRU�DXWKHQWLFDWLRQ�DQG�VHVVLRQ�SURWHFWLRQ�KDV�EHHQ�FRQILUP HG��WKH�VSHFLILF�UXOHV�IRU�ZKLFK�
DGP LQLVWUDWRUV�FDQ�DFFHVV�ZKLFK�LQWHUIDFHV�QHHG�WR�EH�XQGHUVWRRG��: H�UHFRP PHQG�WKDW�\ RX�GRFXP HQW�H[ DFWO\ �ZKLFK�
DGP LQLVWUDWRU�LQWHUIDFHV�FDQ�EH�DFFHVVHG�E\ �ZKLFK�DGP LQLVWUDWLYH�UROHV�DQG�DQ\ �GDWD�DFFHVV�UXOHV�LQ�\ RXU�VLWH�VHFXULW\ �SROLF\ ��
( DFK�DGP LQLVWUDWLYH�LQWHUIDFH�VKRXOG�WKHQ�EH�H[ DP LQHG�WR�GHWHUP LQH�WKDW�LW�LV�SURWHFWHG�LQ�D�P DQQHU�WKDW�HQVXUHV�FRP SOHWH�
HQIRUFHP HQW�RI�\ RXU�GRFXP HQWHG�VHFXULW\ �SROLF\ ��<RX�VKRXOG�DOVR�FRQVLGHU�ZKHWKHU�DOO�VXFK�DGP LQLVWUDWLYH�LQWHUIDFHV�DUH�
DEVROXWHO\ �QHFHVVDU\ ��) UHTXHQWO\ ��WKHUH�P D\ �EH�RWKHU�ZD\ V�RI�SHUIRUP LQJ�VLP LODU�IXQFWLRQV��H�J���YLD�GLUHFW�DFFHVV�WR�DQ�
XQGHUO\ LQJ�GDWDEDVH���VR�SURYLGLQJ�D�ZHE�EDVHG�DGP LQLVWUDWLYH�IXQFWLRQ�P D\ �QRW�EH�DEVROXWHO\ �QHFHVVDU\ ��7KH�HOLP LQDWLRQ�RI�
WKHVH�LQWHUIDFHV�FDQ�UHGXFH�WKH�RYHUDOO�ULVN�WR�\ RXU�RUJDQL] DWLRQ���

$V�DQ�DGGLWLRQDO�OD\ HU�RI�GHIHQVH��LW�LV�UHFRP P HQGHG�WKDW�DGP LQLVWUDWLYH�LQWHUIDFHV�EH�VHSDUDWH�IURP �LQWHUIDFHV�SURYLGHG�WR�
QRUP DO�XVHUV��6XFK�VHSDUDWLRQ�FDQ�VWRS�FROG�DQ\ �DWWHP SWV�E\ �QRUP DO�XVHUV�WR�UDLVH�WKHLU�SULYLOHJHV�RU�SLFN�KROHV�LQ�WKH�DFFHVV�
FRQWURO�VFKHP H�WKDW�VHSDUDWHV�QRUP DO�XVHUV�IURP �DGP LQLVWUDWLYH�IXQFWLRQV��7KHVH�VHSDUDWHG�DSSOLFDWLRQV�FDQ�EH�UXQ�RQ�WKH�
VDP H�VHUYHU�XVLQJ�GLIIHUHQW�SRUWV��RU�HYHQ�EHWWHU��RQ�D�FRP SOHWHO\ �GLIIHUHQW�VHUYHU��6HSDUDWLQJ�WKH�LQWHUIDFHV�LQ�WKLV�P DQQHU�
FDQ�P DNH�LW�P RUH�GLIILFXOW�IRU�DQ�DWWDFNHU�WR�HYHQ�ILQG�WKH�DGP LQLVWUDWLYH�LQWHUIDFHV��EXW�WKLV�LV�QRW�IRROSURRI��' RQ¶W�UHO\ �RQ�WKH�
XVH�RI�QRQ�VWDQGDUG�SRUW�QXP EHUV�RU�VHSDUDWH�VHUYHUV�WR�SURYLGH�DQ\ �UHDO�DP RXQW�RI�VHFXULW\ ��DV�WKH\ �FDQ�EH�HDVLO\ �VFDQQHG�
IRU�DQG�IRXQG��<RX�P XVW�VWLOO�SURYLGH�WKH�SURWHFWLRQV�UHFRP P HQGHG�DERYH��

2 QFH�WKH�QRUP DO�XVHU�DQG�DGP LQLVWUDWLYH�LQWHUIDFHV�DUH�VHSDUDWHG��DQRWKHU�DGGLWLRQDO�GHIHQVH�FDQ�EH�HP SOR\ HG��QHWZRUN�
VHSDUDWLRQ�RU�,3�ILOWHULQJ��,I�DFFHVV�WR�WKH�DGP LQLVWUDWLYH�LQWHUIDFH�LV�RQO\ �WR�EH�DOORZHG�IURP �LQVLGH�WKH�VLWH��WKHQ�WKH�
DGP LQLVWUDWLYH�DSSOLFDWLRQ�FDQ�EH�ERXQG�WR�D�VHSDUDWH�QHWZRUN�FDUG�DQG�WKH�QHWZRUN�FRQILJXUDWLRQ�FDQ�EH�VHW�WR�RQO\ �DOORZ�
DFFHVV�IURP�LQWHUQDO�,3�DGGUHVVHV��,I�WKH�XVHU�DQG�DGP LQ�DSSOLFDWLRQV�DUH�UXQ�RII�WZR�GLIIHUHQW�SRUWV�RQ�WKH�VDP H�FDUG��VRXUFH�
,3�DGGUHVV�FKHFNV�FDQ�UHVWULFW�ZKLFK�KRVWV�FDQ�FRQQHFW�WR�WKH�DGP LQ�DSSOLFDWLRQ�SRUW��

$GRSWLQJ�WKH�UHFRP P HQGDWLRQV�DERYH�VKRXOG�VLJQLILFDQWO\ �UHGXFH�WKH�ULVN�WKDW�DQ\ �DGP LQLVWUDWLYH�LQWHUIDFHV�DUH�H[ SRVHG�WR�
H[ WHUQDO�DWWDFN��8QIRUWXQDWHO\ ��P DQ\ �DSSOLFDWLRQV�WRGD\ �KDYH�WKHLU�XVHU�DQG�DGP LQLVWUDWLYH�IXQFWLRQV�EOHQGHG�WRJHWKHU�LQWR�D�
VLQJOH�DSSOLFDWLRQ�DQG�QR�H[ WUD�SUHFDXWLRQV�DUH�WDNHQ�WR�VWURQJO\ �SURWHFW�WKH�DGPLQLVWUDWLYH�DVSHFWV�RI�WKH�DSSOLFDWLRQ��
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$ � � � : HE�DQG�$ SSOLFDWLRQ�6HUYHU�0 LVFRQILJXUDWLRQ�

$ � � �� � ' HVFULSWLRQ�

: HE�VHUYHU�DQG�DSSOLFDWLRQ�VHUYHU�FRQILJXUDWLRQV�SOD\ �D�NH\ �UROH�LQ�WKH�VHFXULW\ �RI�D�ZHE�DSSOLFDWLRQ��7KHVH�VHUYHUV�DUH�
UHVSRQVLEOH�IRU�VHUYLQJ�FRQWHQW�DQG�LQYRNLQJ�DSSOLFDWLRQV�WKDW�JHQHUDWH�FRQWHQW��,Q�DGGLWLRQ��P DQ\ �DSSOLFDWLRQ�VHUYHUV�SURYLGH�
D�QXP EHU�RI�VHUYLFHV�WKDW�ZHE�DSSOLFDWLRQV�FDQ�XVH��LQFOXGLQJ�GDWD�VWRUDJH��GLUHFWRU\ �VHUYLFHV��P DLO��P HVVDJLQJ��DQG�P RUH��

) UHTXHQWO\ ��WKH�ZHE�GHYHORSP HQW�JURXS�LV�VHSDUDWH�IURP�WKH�JURXS�RSHUDWLQJ�WKH�VLWH���,Q�IDFW��WKHUH�LV�RIWHQ�D�ZLGH�JDS�
EHWZHHQ�WKRVH�ZKR�ZULWH�WKH�DSSOLFDWLRQ�DQG�WKRVH�UHVSRQVLEOH�IRU�WKH�RSHUDWLRQV�HQYLURQP HQW��: HE�DSSOLFDWLRQ�VHFXULW\ �
FRQFHUQV�RIWHQ�VSDQ�WKLV�JDS�DQG�UHTXLUH�P HP EHUV�IURP�ERWK�VLGHV�RI�WKH�SURMHFW��

7KHUH�DUH�D�ZLGH�YDULHW\ �RI�VHUYHU�FRQILJXUDWLRQ�SUREOHP V�WKDW�FDQ�SODJXH�D�VLWH��7KHVH�LQFOXGH��

„ � 8QSDWFKHG�VHFXULW\ �IODZV�LQ�WKH�VHUYHU�VRIWZDUH�

„ � 6HUYHU�VRIWZDUH�IODZV�RU�P LVFRQILJXUDWLRQV�WKDW�SHUP LW�GLUHFWRU\ �OLVWLQJ�DQG�GLUHFWRU\ �WUDYHUVDO�DWWDFNV�

„ � 8QQHFHVVDU\ �GHIDXOW��EDFNXS��RU�VDP SOH�ILOHV��LQFOXGLQJ�VFULSWV��DSSOLFDWLRQV��FRQILJXUDWLRQ�ILOHV��DQG�ZHE�SDJHV�

„ � ,P SURSHU�ILOH�DQG�GLUHFWRU\ �SHUP LVVLRQV�

„ � 8QQHFHVVDU\ �VHUYLFHV�HQDEOHG��LQFOXGLQJ�FRQWHQW�P DQDJHP HQW�DQG�UHP RWH�DGP LQLVWUDWLRQ�

„ � ' HIDXOW�DFFRXQWV�ZLWK�WKHLU�GHIDXOW�SDVVZRUGV�

„ � $GP LQLVWUDWLYH�RU�GHEXJJLQJ�IXQFWLRQV�WKDW�DUH�HQDEOHG�RU�DFFHVVLEOH�

„ � 2 YHUO\ �LQIRUP DWLYH�HUURU�P HVVDJHV��P RUH�GHWDLOV�LQ�WKH�HUURU�KDQGOLQJ�VHFWLRQ��

„ � 0 LVFRQILJXUHG�66/ �FHUWLILFDWHV�DQG�HQFU\ SWLRQ�VHWWLQJV�

„ � 8VH�RI�VHOI�VLJQHG�FHUWLILFDWHV�WR�DFKLHYH�DXWKHQWLFDWLRQ�DQG�P DQ�LQ�WKH�P LGGOH�SURWHFWLRQ�

„ � 8VH�RI�GHIDXOW�FHUWLILFDWHV�

�
0 DQ\ �RI�WKHVH�SUREOHP V�FDQ�EH�GHWHFWHG�ZLWK�UHDGLO\ �DYDLODEOH�VHFXULW\ �VFDQQLQJ�WRROV��2 QFH�GHWHFWHG��WKHVH�SUREOHP V�FDQ�
EH�HDVLO\ �H[ SORLWHG�DQG�UHVXOW�LQ�WRWDO�FRP SURP LVH�RI�D�ZHEVLWH��6XFFHVVIXO�DWWDFNV�FDQ�DOVR�UHVXOW�LQ�WKH�FRP SURP LVH�RI�
EDFNHQG�V\ VWHP V�LQFOXGLQJ�GDWDEDVHV�DQG�FRUSRUDWH�QHWZRUNV��+DYLQJ�VHFXUH�VRIWZDUH�DQG�D�VHFXUH�FRQILJXUDWLRQ�DUH�ERWK�
UHTXLUHG�LQ�RUGHU�WR�KDYH�D�VHFXUH�VLWH��

$ � � �� � ( QYLURQP HQWV�$ IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQP HQWV�DUH�VXVFHSWLEOH�WR�P LVFRQILJXUDWLRQ���

$ � � �� � ( [ DP SOHV�DQG�5 HIHUHQFHV�

„ � 2 : $63�GLVFXVVLRQ�RQ�YHQGRU�VHFXULW\ �SDWFKHV��KWWS���ZZZ�RZDVS�RUJ�DVDF�FRQILJXUDWLRQ�SDWFKHV�VKWP O�

„ � 2 : $63�GLVFXVVLRQ�RQ�GHIDXOW�DFFRXQWV��KWWS���ZZZ�RZDVS�RUJ�DVDF�FRQILJXUDWLRQ�DFFRXQWV�VKWP O�

„ � : HE�6HUYHU�6HFXULW\ �%HVW�3UDFWLFHV��KWWS���ZZZ�SFP DJ�FRP �DUWLFOH� �� �� � � � �� � � � � �� � �DVS�

„ � 6HFXULQJ�3XEOLF�: HE�6HUYHUV��IURP �&( 57���KWWS���ZZZ�FHUW�RUJ�VHFXULW\ �LP SURYHP HQW�P RGXOHV�P � � �KWP O�

„ � 0 LFURVRIW�,QWHUQHW�,QIRUP DWLRQ�6HUYHU�� �� �6HFXULW\ �&KHFNOLVW��
KWWS���ZZZ�P LFURVRIW�FRP�WHFKQHW�WUHHYLHZ�GHIDXOW�DVS" XUO �WHFKQHW�VHFXULW\ �WRROV�FKNOLVW�LLVFKN�DVS�

„ � $�WRRO�WR�KHOS�LP SOHP HQW�WKH�,,6�� �� �6HFXULW\ �&KHFNOLVW��KWWS���QWEXJWUDT�QWDGYLFH�FRP �GHIDXOW�DVS" SLG � � 	 GLG � � �
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$ � � �� � + RZ �WR�' HWHUP LQH�,I�<RX�$ UH�9 XOQHUDEOH�

,I�\ RX�KDYH�QRW�P DGH�D�FRQFHUWHG�HIIRUW�WR�ORFN�GRZQ�\ RXU�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�\ RX�DUH�P RVW�OLNHO\ �YXOQHUDEOH��) HZ��LI�
DQ\ ��VHUYHU�SURGXFWV�DUH�VHFXUH�RXW�RI�WKH�ER[ ��7KHUH�DUH�D�QXP EHU�RI�VFDQQLQJ�SURGXFWV�DYDLODEOH�WKDW�ZLOO�H[ WHUQDOO\ �VFDQ�D�
ZHE�RU�DSSOLFDWLRQ�VHUYHU�IRU�NQRZQ�YXOQHUDELOLWLHV��LQFOXGLQJ�1HVVXV�DQG�1LNWR��<RX�VKRXOG�UXQ�WKHVH�WRROV�RQ�D�UHJXODU�
EDVLV��DW�OHDVW�PRQWKO\ ��WR�ILQG�SUREOHP V�DV�VRRQ�DV�SRVVLEOH��7KH�WRROV�VKRXOG�EH�UXQ�ERWK�LQWHUQDOO\ �DQG�H[ WHUQDOO\ ��( [ WHUQDO�
VFDQV�VKRXOG�EH�UXQ�IURP�D�KRVW�ORFDWHG�H[ WHUQDO�WR�WKH�VHUYHU¶V�QHWZRUN��,QWHUQDO�VFDQV�VKRXOG�EH�UXQ�IURP�WKH�VDP H�
QHWZRUN�DV�WKH�WDUJHW�VHUYHUV��

$ � � �� � + RZ �WR�3URWHFW�<RXUVHOI�

7KH�ILUVW�VWHS�LV�WR�FUHDWH�D�KDUGHQLQJ�JXLGHOLQH�IRU�\ RXU�SDUWLFXODU�ZHE�VHUYHU�DQG�DSSOLFDWLRQ�VHUYHU�FRQILJXUDWLRQ��: H�
UHFRP P HQG�VWDUWLQJ�ZLWK�DQ\ �H[ LVWLQJ�JXLGDQFH�\ RX�FDQ�ILQG�IURP �\ RXU�YHQGRU�RU�WKRVH�DYDLODEOH�IURP�WKH�YDULRXV�H[ LVWLQJ�
VHFXULW\ �RUJDQL] DWLRQV�VXFK�DV�2 : $63��&( 57��DQG�6$16�DQG�WKHQ�WDLORULQJ�WKHP �IRU�\ RXU�SDUWLFXODU�QHHGV��7KH�KDUGHQLQJ�
JXLGHOLQH�VKRXOG�LQFOXGH�WKH�IROORZLQJ�WRSLFV�LQFOXGLQJ��

„ � &RQILJXULQJ�DOO�VHFXULW\ �P HFKDQLVP V�

„ � 7XUQLQJ�RII�DOO�XQXVHG�VHUYLFHV�

„ � 6HWWLQJ�XS�UROHV��SHUP LVVLRQV��DQG�DFFRXQWV�

„ � / RJJLQJ�DQG�DOHUWV�

�
2 QFH�\ RXU�JXLGHOLQH�KDV�EHHQ�HVWDEOLVKHG��XVH�LW�WR�FRQILJXUH�DQG�P DLQWDLQ�\ RXU�VHUYHUV��,I�\ RX�KDYH�D�ODUJH�QXP EHU�RI�
VHUYHUV�WR�FRQILJXUH��FRQVLGHU�VHP L�DXWRP DWLQJ�RU�FRP SOHWHO\ �DXWRP DWLQJ�WKH�FRQILJXUDWLRQ�SURFHVV��8VH�DQ�H[ LVWLQJ�
FRQILJXUDWLRQ�WRRO�RU�GHYHORS�\ RXU�RZQ��$�QXP EHU�RI�VXFK�WRROV�DOUHDG\ �H[ LVW��<RX�FDQ�DOVR�XVH�GLVN�UHSOLFDWLRQ�WRROV�VXFK�DV�
* KRVW�WR�WDNH�DQ�LP DJH�RI�DQ�H[ LVWLQJ�KDUGHQHG�VHUYHU��DQG�WKHQ�UHSOLFDWH�WKDW�LP DJH�WR�QHZ�VHUYHUV��6XFK�D�SURFHVV�P D\ �RU�
P D\ �QRW�ZRUN�IRU�\ RX�JLYHQ�\ RXU�SDUWLFXODU�HQYLURQP HQW��

. HHSLQJ�WKH�VHUYHU�FRQILJXUDWLRQ�VHFXUH�UHTXLUHV�YLJLODQFH��<RX�VKRXOG�EH�VXUH�WKDW�WKH�UHVSRQVLELOLW\ �IRU�NHHSLQJ�WKH�VHUYHU�
FRQILJXUDWLRQ�XS�WR�GDWH�LV�DVVLJQHG�WR�DQ�LQGLYLGXDO�RU�WHDP ��7KH�P DLQWHQDQFH�SURFHVV�VKRXOG�LQFOXGH��

„ � 0 RQLWRULQJ�WKH�ODWHVW�VHFXULW\ �YXOQHUDELOLWLHV�SXEOLVKHG�

„ � $SSO\ LQJ�WKH�ODWHVW�VHFXULW\ �SDWFKHV�

„ � 8SGDWLQJ�WKH�VHFXULW\ �FRQILJXUDWLRQ�JXLGHOLQH�

„ � 5HJXODU�YXOQHUDELOLW\ �VFDQQLQJ�IURP �ERWK�LQWHUQDO�DQG�H[ WHUQDO�SHUVSHFWLYHV�

„ � 5HJXODU�VWDWXV�UHSRUWV�WR�XSSHU�P DQDJHP HQW�GRFXP HQWLQJ�RYHUDOO�VHFXULW\ �SRVWXUH�

�
2 : $63�ZLOO�EH�UHOHDVLQJ�D�VHULHV�RI�VHFXULW\ �FRQILJXUDWLRQ�JXLGHV�IRU�- DYD�DSSOLFDWLRQ�VHUYHUV�LQ�HDUO\ �� � � � ��



2 : $63�7RS�7HQ�: HE�$SSOLFDWLRQ�6HFXULW\ �9XOQHUDELOLWLHV�
� � �

�
�
�

�
�
� � � �

&RQFOXVLRQV�

2 : $63�KDV�DVVHP EOHG�WKLV�OLVW�WR�UDLVH�DZDUHQHVV�DERXW�ZHE�DSSOLFDWLRQ�VHFXULW\ ��7KH�H[ SHUWV�DW�2 : $63�KDYH�FRQFOXGHG�
WKDW�WKHVH�YXOQHUDELOLWLHV�UHSUHVHQW�D�VHULRXV�ULVN�WR�DJHQFLHV�DQG�FRP SDQLHV�WKDW�KDYH�H[ SRVHG�WKHLU�EXVLQHVV�ORJLF�WR�WKH�
,QWHUQHW��: HE�DSSOLFDWLRQ�VHFXULW\ �SUREOHP V�DUH�DV�VHULRXV�DV�QHWZRUN�VHFXULW\ �SUREOHP V��DOWKRXJK�WKH\ �KDYH�WUDGLWLRQDOO\ �
UHFHLYHG�FRQVLGHUDEO\ �OHVV�DWWHQWLRQ��$WWDFNHUV�KDYH�EHJXQ�WR�IRFXV�RQ�ZHE�DSSOLFDWLRQ�VHFXULW\ �SUREOHP V��DQG�DUH�DFWLYHO\ �
GHYHORSLQJ�WRROV�DQG�WHFKQLTXHV�IRU�GHWHFWLQJ�DQG�H[ SORLWLQJ�WKHP ���

7KLV�WRS�WHQ�OLVW�LV�D�VWDUWLQJ�SRLQW��: H�EHOLHYH�WKDW�WKHVH�IODZV�UHSUHVHQW�WKH�P RVW�VHULRXV�ULVNV�WR�ZHE�DSSOLFDWLRQ�VHFXULW\ ��
EXW�WKHUH�DUH�PDQ\ �RWKHU�VHFXULW\ �FULWLFDO�DUHDV�WKDW�ZHUH�FRQVLGHUHG�IRU�WKH�OLVW�DQG�DOVR�UHSUHVHQW�VLJQLILFDQW�ULVN�WR�
RUJDQL] DWLRQV�GHSOR\ LQJ�ZHE�DSSOLFDWLRQV��7KHVH�LQFOXGH�IODZV�LQ�WKH�DUHDV�RI��

„ � 8QQHFHVVDU\ �DQG�0 DOLFLRXV�&RGH�

„ � %URNHQ�7KUHDG�6DIHW\ �DQG�&RQFXUUHQW�3URJUDPP LQJ�

„ � ' HQLDO�RI�6HUYLFH�

„ � 8QDXWKRUL] HG�,QIRUP DWLRQ�* DWKHULQJ�

„ � $FFRXQWDELOLW\ �3UREOHP V�DQG�: HDN�/ RJJLQJ�

„ � ' DWD�&RUUXSWLRQ�

„ � %URNHQ�&DFKLQJ��3RROLQJ��DQG�5HXVH�

�
: H�ZHOFRP H�\ RXU�IHHGEDFN�RQ�WKLV�7RS�7HQ�OLVW��3OHDVH�SDUWLFLSDWH�LQ�WKH�2 : $63�P DLOLQJ�OLVWV�DQG�KHOS�WR�LP SURYH�ZHE�
DSSOLFDWLRQ�VHFXULW\ ��9LVLW�KWWS���ZZZ�RZDVS�RUJ�WR�JHW�VWDUWHG��

�


